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1 Administrator

1.1 Authentication configuration
This page is used to change the user name and the password.

a SmartSwitch Web-Base Controller - Microsoft Internet Explorer
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USER LOG IN

Site: 192.168.2.1

ID: admir]| \

Password: |[eeeese ‘
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Enter IP=192.168.2.1 at web site field. USER LOG IN diagram box will appear,
and then enter correct ID and Password (the default is admin and system) .
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The warning message will appear if enter incorrect username and password.
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; SmartSwitch Web-Base Controller - Microsoft Internet Explorer
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5-Port 10/100Mbps Fast Ethernet Switch

> Administrator Welcome to
 Port Management 5 Ports SmartSwitch WebController
b3
i Management
> QoS Setting

Basic Feature

 Security Filter o Embedded HTTP web Management
| Configuration Backup/Restore « Support CoS : IEOII ;tatus;s:?]ggri'
& MisceRhneoue * Support PortBase and TagBase VLAN | Tgr B:SS: VLAN S:n;:g
« Broadcast storm Protection gs et £
| e « Bandwidth Control e Lo Peline
& PortMitoiiie o Security Filter
« Password security
« TFTP firmware upgradeable
Advanced Switch
o Auto MDI/MDIX option
o Support 4-level Priority queue
« Support two Scheduling mode
o MAC ID Filter
o Firewall
b
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After login, the brief description of the main function will appear.
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5-Port 10/100Mbps Fast Ethernet Switch

-~ Administrator

Authentication Configuration

@ 8ystem P

Configuration Settlng reiun
@ System Status Username |admin maxc 15
@ Load default setting —
@ Firmware Update Password sesees max. 15
@ ResetDevice Confirm ssssee
“ Port Management
Update
# VLAN
¥ QoS Setting

= Note:
» Security Filter

# Configuration BackupRestore | [Jsername & Password can only use "a-z,"A-Z","0-9".
¥ Miscellaneous

¥ Logout
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Authentication Configuration diagram box allows user to modify username and password,
and then enter new username and password. After completing, press update button to

take effect.



1.2 System IP Configuration

This page shows system configuration including the current IP address and sub-net mask,

Gateway, and IP configure.

; SmartSwitch Web-Base Controller - Microsoft Internet Explorer
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5-Port 10/100Mbps Fast Ethernet Switch
it System IP Configuration
@ Authentication
Caonfi ti
Setting Value
@ Bystem Status IP Address }@\WHTH ‘
@ Lopad default setting '_ —
s Firmware Update Subnet Mask 255 ] [255 | 25 | o
@ ResetDevice T =
Gateway [l2 | [t |2 | [254 |
“ Port Management e
% VLAN IP Configure ©® Static ODHCP
¥ QoS Setting Update
» Security Filter
% Configuration BackupRestore
¥ Miscellaneous
¥ Logout
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IP address, Subnet Mask, and Gateway at system IP Configuration diagram box can be
configured by user. ATC-405 also supports DHCP methods to get IP address from DHCP

server.



3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer
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5-Port 10/100Mbps Fast Ethernet Switch

-/ Administrator System IP Configuration

@ Authentication

Configuration
@ System IP z

Configuration Setting Value
@ System Status P Address o |ies |2 |[5 |
@ Load default setting — 7 - =
@ Firmware Update Subnet Mask 25 | 225 | 255 | o |
@ ResetDevice o = ? ;

Gateway (o2 | [t68 | 2 | 254 |

& Port M: i el e
% VLAN IP Configure ® Static ODHCP
% Qos Setting | Updae |

» Security Filter
% Configuration Backupi
¥ Miscellaneous

“ Logout
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Change IP Address to 192.168.2.5 and press “Update” button.
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5-Port 10/100Mbps Fast Ethernet Switch

- Administrator

a Authentication System Setting

Configuration Saved!
@ gystem IP
Configuration RESET to take effect

3 Systemn Status
@ |oad default setting
@ Firmware Update

# Port Management

# VLAN

¥ QoS Setting

» Security Filter

% Configuration Backup/Restore
¥ Miscellaneous

# Logout
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After Completing update process, the “System Setting Saved!!” will appear. Then click

“Reset Device”.
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After resetting Device, IP address has been modified to new one.



1.3 System status

This page is used to check the status of switch, including Switch MAC address and

software version.
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“» Administrator System Status

@ Authentication
Configuration

@ System IP PR
Configuration MAC Address 50:50:13:F0:13:F0

9 | System Status Number of Ports 5
9 |oad default setting T
@ Firmware Update Comment [Switch |
ERResiie System Version ICPlus_IP175D_v108

& Port Management

Update
» VLAN
¥ QoS Setting
# Security Filter
% Configuration Backup! | Comment name can only use "a-z","A-Z","_","+","-","=".

Note:

¥ Miscellaneous
“ Logout

=
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The MAC address and version of .ATC-405 will be shown at system status diagram box.

© R

Comment field can accept Aa~Zz, excluding special character.



1.4 Load default setting

Clicking the “Load default setting” button will make the switch being set to the original

configuration.
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| 5-Port 10/100Mbps Fast Ethernet Switch

- Administrator

@ Authentication
Configuration

a gystem IP
Configuration

9 System Status

@ | Load default setting

@ Firmware Update
2 Reset Device

& Port Management
» VLAN

¥ QoS Setting

# Security Filter

# Configuration Backup/
¥ Miscellaneous

“ Logout

¥
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Note: this change only concerns the switch behavior, excluding the change for user name,

password and IP configuration.
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System Setting

@ Authentication
Canfiguration Saved!!
a System IP
Configuration RESET to take effect

@ Bystermn Status
@ |oad default setting
2 Firmware Update
“ Port Management
» VLAN
¥ QoS Setting
# Security Fitter
# Configuration Backup/Restore
¥ Miscellaneous

“ Logout
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After Completing load process, the “System Setting Saved!!” will appear. Then press

“Reset Device” to take effect.



1.5 Firmware update
After pressing firmware update button, the switch will erase the older version flash code

first. Then enter file name at specific path, and the update will be completed.
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FEASmInE el Firmware Update
@ Authentication R R :

Configuration Notice:Please input the password to continue
a system P the Firmware Update process.

Configuration Password ‘“““ ‘
@ System Status
8 [oad default setting ReConfirm{uuu ‘
@ Firmware Update Update
@ ResetDevice

¥ Port Management

# VLAN

¥ QoS Setting

# Security Fitter

& Configuration Backupi
¥ Miscellaneous

“ Logout
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Enter password to execute firmware update process.
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Erase Flash In Progress (45/128)
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After pressing “Update” button, the old web code will be erased.



3 Firmware Update - Microsoft Internet Explorer
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http://192.168.2.1 to restart.(If possible, reset device first.)

Firmware Update by TFTP

program.
Syntax: c:Mftp - 192.168.2.1 put FILE_DIRECTORY\FILENAME.bin

(TFTP client)Use MS Windows' Command Prompt window to run tftp client
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Enter correct path and press “UPDATE” button to complete firmware update process.
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Firmware update is finished.



1.6 Reset device
This page is used to reset device.

2 SmartSwitch Web-Base Controller - Microsoft Internet Explorer [D@
"
o

#RE REE WRO FAREBQW IAD HEAO
Qra-© WMEAG Puws fosome @ 22 w-JE B
O @npao2te2y __________________ ~VEBE &>

1 2 3 4 5
§-Port 10/100Mbps Fast Ethernet Switch N EE N |

~# Administrator Reset Device:
@ Authentication Click "Confirm" to Reset the Device

Configuration

@ system P
Configuration

@ System Status

@ Load default setting
2

2

Firmware Update

¥ Port Management

» VLAN

¥ QoS Setting

# Security Fitter

# Configuration Backup1
¥ Miscellaneous

“ Logout

=
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Press “Confirm” button to take effect for rebooting device.
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2 Port Management

2.1 Port configuration
This page allows the user to configure operating mode of the physical port.
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“Port Management
@ Port Configuration -
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o PortMirroring Function | Negotiation L Lt 208 Forwarding Capability
@ Bandwidth Contral v| [10M | ‘Half v/ | Disable v v/ vi
@ Broadcast Storm
Control L 1028304050
# VLAN =
% QoS Setting [ Submit |
“ Security Filter
& Configuration Backup/
# Miscellaneous
¥ Logout
Current Status Setting Status
Port No. z Auto Frame | Learning
B === Buplex Negotiation shzedll | il | etee Forwarding|[Capability| —
@ 100 Full Enable 100 Full Enable Enable Enable
2 @ 100 Full Enable 100 Full Enable Enable Enable
[ | 3 ® 100 Fnll Fnahle 100 Full FEnahle Fnahle Fnahle || ¥
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After completing the settings, press “Submit” button to take effect.

3 SmariSwitch Web-Base Controller - Microsoft Internet Explorexr @@'@
:'l

#EO KEE® ®WRY IHEEQW IAD HE®
Q:x- O RNEAG Pm ez @3 & m-Ug 3
D) | €] hipins2.1682.1/ v B nE >
1 2 3 4 5
. B 3 @ @ @
5-Port 10/100Mbps Fast Ethernet Switch
~
S ini % & 3
st Port Configuration
- Port Management
@ Port Configuration -
2 Flow Control Setting Auto. Speed Dupl P Frame Learning
o PortMirroring Function | Negotiation L LS 208 Forwarding Capability
@ Bandwidth Contral ‘ v ‘ v ‘ v ‘ M| v "i
@ Broadcast Storm
Control ngtle};:é) 1020304050
% VLAN =
% QoS Setting [ Sukmit |
“ Security Filter
& Configuration Backup/
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The setting will be reflected at current status window.
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2.2 Flow control setting
This page allows the user to enable or disable flow control function.
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¥ Configuration Backup/ ||| =3 |||
> Mi L 4
¥ Logout
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Change backpressure and IEEE 802.3x flow control into disabling. Then press “Submit”

button.
‘a SmartSwitch Web-Base Controller - Microsoft Internet Explorer Q@
#BRE REE RO HFHREW IAD FHHEO w
Qra-Q XRAG Pus Jesme @ -2 w-[JE B
%ﬁﬁt@\}.np:mgzlss.z.u v B nE &>
1 2 3 4 5
. B B & E @
5-Port 10/100Mbps Fast Ethernet Switch
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& Configuration Backup/ | Subrait ]
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¥ Logout
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The setting will be reflected at current status window.
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2.3 Port mirroring

The port mirroring function is accomplished by setting the following items.

(a) Mirror port: Select a mirror port to monitor the traffic source.

(b) Mirror mode: (1)Disable: means this function is disabled. (2)RX: means copy the
incoming packets of the selected source port to the selected mirror port. (3)TX: means
copy the outgoing packets of the selected source port to the selected mirror port.
(4)RX & TX: one port of TX & RX must be the same.

(c) Source port: the traffic source that will be copied to the mirror port.

(d) Mirror source-destination pair (press “Change mirror mode” button): one port of TX &

RX must be the different.

RX (ingress packets)

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer Q@@
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# Administrator Port Mirroring

-+ Port Management
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2 Flow Control Setting M]

@ Port Mirroring = 1 2 3 4 5

@ Bandwidth Contral Mootk O O O ® O

@ Broadcast Storm i

A Mirror Mode [ R v|
¥ VLAN 1 2 3 4 5
Source Port

“ QoS Setting 9 ® o) ) )

¥ Security Fifter Update

& Configuration Backupi
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Set port2 as source port and port4 as mirror port.

P1| | P2|| P3| | P4|| PS5

I

Web console traffic source mirrored packets




The SmartBits transmits packets to port 2.

&% SmartWindow - (untitled)

File Edit Actions Options Tests Admin

Transmi

Card Type

| Smartaits

@ File Edit Tree Actions Selection View Format Window Help o
mEEHAE R & 5N, 2 =201EH 806

Events = Events Events =~ Events | o

30 SX-7410 31 SX-7410 32 SX-7410 33 5X-7410 =
1| T Frames 10,000 0 0 0
R Frames 0 10,000 10,000 0
R Bytes 0 640,000f 640,000 0
R Triggers 0 10,000 0 0
Collisions 0 0 0 0
CRC Erors 0 a 0 0
Alignment Errors 0 0 a 0
OverSize 0 0 0 0
Frag/UnderSize 0 0 0 0

. | | &

1| >
Counters for 4 ports {Evente Only Detail View | Updating //ﬂ

When port2 forwards unicast packets to port3, ATC-405 will copy ingress packets of port2
to port4.

TX (egress packet)
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Broadcast Storm Mirror Mode ITX "l
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¥ QoS Setting
& Security Filter

¥ Configuration Backupl
# Miscellaneous

¥ Logout
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Set port3 as source port and port5 as mirror port.

1| [p2] [ 3] [ 4] [ s
}

! }

Web console traffic source mirrored packets

The SmartBits transmits packets to port2.
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Rx Frames 0 10,000 0 10,000
Rx Bytes 0 640,000 0] 640,000
Rx Triggers 0 10,000 0 0
Collisions 0 0 0 0
CRC Errars 0 0 0 o
Alignment Errors 1} 0 0 0
OverSize 0 0 0 1]
Frag/lUnderSize 0 o 0 0

| &

<l >
| Counters for 4 ports EEventc Only Detail View | Updating /ﬂ

When port2 forwards packets to port3, ATC-405 will copy egress packets of port3 to port5.
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TX and RX (one port of TX & RX must be the same)
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Flow Control Setting %] S
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Bandwidth Control Mirror Port (@) O (@) (9] ®
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& Security Filter

¥ Configuration Backupl

# Miscellaneous

¥ Logout

[E]
e © FEER

Set port3 as source port and port5 as mirror port.

P1| | P2|| P3| | P4|| PS5

ity

Web console ™ Sdbcsome2  mimored packets

Traffic 1 and traffic 2 separately transmit packets to port2 and port3 at the same time.
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& SmartWindow - (untitled)
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ATC-405 copies egress and ingress packets of port3 to port5.
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TX and RX (one port of TX & RX must be the different)
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After changing mirror mode, set port3 as source port, port2 as destination port and port5

as mirror port.

P1| | P2|| P3| | P4|| PS5

b }

Web console traffic source mirrored packets

The SmartBits transmits packets to port3.
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When port3 forwards packets to port2, ATC-405 will copy packets of the path to port5.
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2.4 Bandwidth Control

This page allows the setting of the bandwidth for each port. The TX rate and Rx rate can

be filled with the number ranging 0 to 3124 (0 for 100Mbps).

TX bandwidth
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@ Flow Control Setting Port No Tx Rate Rx Rate
SEFortMirming — (0~3124)|1030 |x32Kbps (0~3124) | | %32Kbps
@ Bandwidth Contral
) groadclaslstorm 0 for 100Mbps 0 for 100Mbps
antrol
S i I Update | ToadDefault
¥ QoS Setting
“ Security Filter
ir_ Ll | Port No Tx Rate Rx Rate
: Miscellaneous 1 100Mbps 100Mbps
i 2 100Mbps 100Mbps
3 100Mbps 100Mbps
4 100Mbps 100Mbps
5 100Mbps 100Mbps
]
FE © R

Fill in the blank of TX rate of port5 with 1000(x32Kbps) and press “Update” button.

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer EJ@@
w

HBED REO WAD HOREW TAD HAEO
Qtrr-Q XA Pns yenwsz @ -2 W - JE 3

D) | &) hitp#192.168.2.17

5-Port 10/100Mbps Fast Ethernet Switch

v Qez >

-
E~
(e
&~
I

F Auminieiralor Bandwidth Control
-~ Port Management
@ PortC
@ Flow Control Setting Port No Tx Rate Rx Rate
@ PortMioring N (0~3124) | %32Kbps (0~3124) | | %32Kbps
@ Bandwidth Contral [1¥]
 Boadeastsiom o 0 for 100Mbps 0 for 100Mbps
VLAN I R
¥ QoS Setting
* Security Filter
L& o | Port No Tx Rate Rx Rate
e 1 100Mbps ‘ 100Mbps
| oout 2 100Mbps ' 100Mbps
3 100Mbps ‘ 100Mbps
4 100Mbps 100Mbps
5 |32.000Mbps | 100Mbps
]
NET ©

After updating, 32Mbps is displayed in the TX rate of port5.
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bt

Web console traffic source

The SmartBits transmits broadcast packets to port4.

=13

Transmit ol A
Status M
Trigger B
Collision
Receive, G
Cic Eror R
e i
'Link-: P
Card Type
#2
| Smartaits =
Start| o,
4
B SmariCounters - [Port Counters for 4 ports - (untitled)*] Q@
CA File Edit Tree Actions Selection View Format Window Help =84 X
=EEHAE tR a4 !N 2 2IEBE06
All Ports Rates Rates Rates Rates s
4 30 5X-7410 31 SX-7410 32 SX-7410 33 5X-7410 =
Tx Frames 0 0 143809 0
R« Frames 148,805 148,805 0 £1.059
Rx Bytes 9523532 9523526 0] 3,907,243
Rx Triggers 0 0 0 0
Collisions 0 0 0 0
CRC Erors 1] 0 0 0
Alignment Errors 1] 1] 0 0
OverSize 0 0 1] 0
Frag/UnderSize 1] 1] 0 0
v
<3| >
Counters for 4 ports [Rates Only Detsil View  [Updating

The RX bytes filed of 33-SX-7410 for port5 is 3907243 bytes. It is close to 32Mbps.
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RX bandwidth

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer

BRE KEE® HRY BFHBREW IAD HEO
Qrx- O HEG Puedemmmz @ 25 @-JH 3
D) | &) hitp#192.168.2.17 v g BE Ea 2
5-Port 10/100Mbps Fast Ethernet Switch
> ini 5
sbbootlsind Bandwidth Control
~Port Management
@ PortC i
@ Flow Control Setting Port No Tx Rate Rx Rate
SEFortMirming — (0~3124) | %32Kbps (0~3124) |100 |x32Kbps
@ Bandwidth Contral |4 v
L} EClroadclaslStorm 0 for 100Mbps 0 for 100Mbps
t
Sl Update ||| LoedDetaul
¥ QoS Setting
“ Security Filter
zr- Ll | Port No Tx Rate Rx Rate
: Miscellaneous 1 100Mbps 100Mbps
i 2 100Mbps 100Mbps
3 100Mbps 100Mbps
4 100Mbps 100Mbps
5 100Mbps 100Mbps
]
E] 52 © A

Fill in the blank of RX rate of port4 with 100(x32Kbps) and press “Update” button.

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer

BREE HKEE KRG FABFQW IAD HEO

Qrx-O KNEG Oms famez @ -5 w-JH 3

D) | &) hitp#192.168.2.17 SR i

5-Port 10/100Mbps Fast Ethernet Switch
> ini .
M Bandwidth Control

-~ Port Management

a PortC

@ Flow Control Setting Port No Tx Rate Rx Rate

31ROt MiToting — (0~3124) | x32Kbps ©~3124) | | x32Kbps

@ Bandwidth Contral \M

8 groadclaslStorm 0 for 100Mbps 0 for 100Mbps

t

,VL:'? & Update | [ LoadDefault

¥ QoS Setting

& Security Filter

zr- Ll | Port No Tx Rate Rx Rate

. ol 1 100Mbps 100Mbps

i > ' 100Mbps [ 100Mbps
3 100Mbps 100Mbps
4 100Mbps 3.200Mbps
5 100Mbps 100Mbps
]
FE © R

After updating, 3.2Mbps is displayed in the RX rate of port4.
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Web console traffic source

The SmartBits transmits broadcast packets.

Transmit A
| Status | clole|e|e ﬁ =
Trigger
Collision 2 |zed e |se e, 2
Receive,
CrcError ele|e ER]
Mocle—+ Half| Half| Half Half| Half
Spm: »n’ »n’ e 16 16 U
CardTupe 7410 7410 7410, 7710/ 7710 7
| 36 | 37 (.38 |39 | 40 | #2
Smartails =
Start|
Continuous 7
% SmartCounters - [Port Counters for 4 ports - (untitled)*] Q
L‘E File Edit Tree Actions Selection ¥iew Format Window Help - B X
=2 EHPE LR a8, =2l BB06
All Ports Rates Rates Rates Rates e
305X-7410 31 SX-7410 32 5X-7410 33 5X-7410 =
3| Tx Frames 0 0 148809 0
R« Frames 6,286 6,286 1} E,286
Rx Bytes 402,321 402,321 0 402,321 I
Rx Triggers 0 0 0 1}
Collisions 0 0 0 0
CRC Errors 0 0 0 0
Alignment Errors 0 0 0 0
OverSize 1} 0 0 1}
Frag/UnderSize 0 0 0 0
v
&3 | >
éoumers f0r4 ports ,‘Rates Only -\]-:)Veﬁﬂ- Vsew ‘Updatmg ,,;“

The RX bytes filed of 30~33-SX-7410 is about 402321 bytes. It is close to 3.2Mbps.

2.5 Broadcast Storm Control
24



The broadcast storm control is used to block the excessive broadcast packets, the

threshold ranging from 1 to 255.

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer E]@@
BRE KEE® HRY BFHBREW IAD HEO w
Qrx- O HEG Puedemmmz @ 25 @-JH 3

hitp:#/102.168.2.1¢ v Bz Es >
1
. |
5-Port 10/100Mbps Fast Ethernet Switch
T Broadcast Storm Protection A
2 Administrator
- Port Management
@ Port Configuration Port No. Broadcast Storm Include Multicast Threshold (1~255)
a Flow Control Setting | 12 v” [ Enatie | v E
i Roti =]
@ Bandwidth Contral
o Broadcast Storm Note 1: Broadcast Storm = Enable, drop the incoming packet if the number of queued broadcast packet is over the threshold.
Caontrol
# VLAN Note 2: Include Multicast = Enable, "broadcast storm protection includes multicast packets, OxFFFFFFFF or multi-cast
% QoS Setting address. Include Multicast = Disable, "broadcast storm protection" does not include multicast packets.
“ Security Filter
¥ Configuration Backupl
“ Miscellaneous
¥ Logout
Port No. Broadcst Storm Include Multicast Threshold
1 Disable Disable 8
2 Enable Disable 8
3 Disable Disable 8
4 Disable Disable 8
I D c Ninalla (R o %
FE © R

The broadcast storm of the port2 is enabled and threshold is set to 8. The broadcast
packets will be dropped when broadcast packets are more than threshold setting (packet

length is 64 bytes).
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100M mode

&% Capture - SmartWindow Port 31 M[=1E3

File Edit Captore View Format Help

EHE&E s XecrDEEE o v v O

Delta(uSec)|Status|Length Pream/MAC dest  |[MAC src [type|data ~

25 6.7 64 B4 ff fF fF FF fF ff 000DO0D000DDOT1 ecel befl10bb 34 1f4
26 100062 64 64 ff ff ff Ff fF ff 000DODOODDDT B8al 23cl5e25aBab —
27 6.7 64 B4 ff ff fF FF fF ff 000DO0D00O0DDDT1 B5c3 ffd4dc217 cdfel
28 6.8 64 64 ffFFFF Ff £F fF 000000000001 deDD 3f871f0cdI801
29 6.7 64 B4 ff ff fFFFF £ 000000000001 b721 9a35b7 c4 3eld
30 6.7 64 B4 ff ff ffFFF ff 000000000001 dd8d e0c973601807
31 6.7 64 B4 ff ff ffFFFFFf 0000000000 0OT 37b3 317c548790dc
32 6.7 64 B4 ff ff ffFFF ff 0000000000 0DT1 2473 1a2ab30599 3!
33 6.8 64 B4 ff ff fFFFF £ 0000000000 0T c2b3 abdBlccl 57 de
34 10006.1 64 B4 ff ff ffFFFFEf 000000000001 2eal 15a&0ba?al1250
35 6.8 64 64 ff fF fFFFFFEf 000000000001 8920 bd4al13d7efB9.
36 6.7 64 64 ffFFFF Ff £F fF 000000000001 a50c fddf369d6358 7
37 6.9 64 B4 ff ff fFFFF £ 000000000001 cfbc 4ce3b53fdBedbl
38 6.8 64 B4 ff ff ffFFFf £ 000000000001 Bd4ba f330d8562bbd:
39 6.7 64 B4 ff ff ffFFFF ff 000000000001 072 cadl2bakbe 05
40 6.7 64 B4 ff ff ffFFF ff 000000000001 0134 b41bbal3c9el
41 6.7 64 B4 ff fF fFFFF ff 000000000001 8042 BEeedf2203291
42 10006.2 64 64 ff fF fFFFFFEf 000000000001 890b ecealdl 71e202
43 6.7 64 B4 ff ff fFFFFF Ef 000000000001 D2a6 e095alb07b16 v

< 4

CAPTURE OFF

The smart bit transmits broadcast packets to port2. Port2 of ATC-405 will drop excessive
packets if the broadcast packets get up to threshold value in unit time. Unit time: 10ms for
100Mbps mode.
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10M mode

&% Capture - SmartWindow Port 31 M[=1E3

File Edit Captore View Format Help

EHE&E s XecrDEEE o v v O

Delta(uSec)|Status|Length Pream/MAC dest  |[MAC src [type|data ~

8 E7.1 64 B4 ff fF fF FF fF ff 000DOD00O0DDOT1 4cc8 b554 8407 dedfs
9 100061.9 64 64 ff ff ff Ff fF ff 000DODO0ODODDY1 226c 7009b8718392
10 E7.1 64 B4 ff ff fF FF fF ff 000DOOOODDOT1 035b 95e96bebdc 97 —
11 67.2 64 64 ffFFFF Ff £F fF 000000000001 ef2f cBaf1d4374dbb:
12 67.2 64 B4 ff ff fFFFF £ 000000000001 24ea 3762ca24 238e
13 67.2 64 B4 ff ff ffFFF ff 000000000001 7fd8 24decd4029fdd”
14 67.2 64 B4 ff ff ffFFFFFf 0000000000 0DT1 aB7f bBlabebl 15da
15 67.2 64 B4 ff ff ffFFF ff 000000000001 Abd 579c17 daB? c8
16 67.2 64 B4 ff ff fFFFF £ 000000000001 d971 f8108dabD B3 L
17 100062.0 64 B4 ff ff ffFFFFEf 000000000001 cab9 271edddc 1490
18 B7.2 64 64 ff fF fFFFFFEf 000000000001 ab92 dcB46cf5E8bB0
19 67.2 64 64 ffFFFF Ff £F fF 0000000000DDN 276e 53acdadb13be
20 67.2 64 B4 ff ff fFFFF £ 000000000001 475d BfcacB91 36ad”
21 67.2 64 B4 ff ff ffFFFf £ 000000000001 7914 a4 25feftbab7bl
22 E7.1 64 B4 ff ff ffFFFF ff 000000000001 cd4bd B3b5db50BE72"
23 E7.2 64 B4 ff ff ffFFF ff 0000000000D0T1 7520 29745b1f00e31
24 67.2 64 B4 ff fF fFFFF ff 000000000001 db35 154216421844
25 100061.8 64 64 ff fF fFFFFFEf 000000000001 3c07 Scc2dldieb2e:
26 67.2 64 B4 ff ff fFFFFF Ef 000000000001 debd a&a957 €8 3e aa 08 v

< 4

CAPTURE OFF

The smart bit transmits broadcast packets to port2. Port2 will drop excessive packets in

unit time. Unit time: 100ms for 10Mbps mode.
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3 VLAN Setting

3.1 VLAN mode
ATC-405 supports two VLAN modes, tag based and port based. When the port based

VLAN is selected, the tag setting will be useless. When the tag based or port based
VLAN is selected, the user can define the handling method of a VLAN tag to the specified
port, including “add a VLAN tag”, “ remove a VLAN tag” or “don’t care” about VLAN tag.

/3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer [9(=113]
£/3
"

BEO WHO WA POREW IAD HA®
Qtra-©Q KRG LPradramrer @ Q-2 - JHA B

D) | &) hitp:192168.2.1/ v| B isE EE >

1 2 3 4 5
. B B @ @ @
5-Port 10/100Mbps Fast Ethernet Switch
|
~
i Port Base VLAN '
¥ Port Management
~*VLAN
a1 'Rorbase VIAK |\/LAN Mode : Port Base|
9 Taghbase VLAN
% QoS Setting VLAN Mode Port Base VLAN
“ Security Filter Port 1 Port 2 Port 3 Port 4 Port 5
% Configuration BackupRestc Tag Mode O Add Tag O Add Tag O Add Tag O Add Tag O Add Tag
S LT ODon't Care ODon't Care ODon't Care ODon't Care O Don't Care
Vi O Remove Tag ORemove Tag O Remove Tag ORemove Tag ORemove Tag
O
i Update | | LoadDefault
Note: Portl can't be set to "Add Tag" because it's the Control Port.
Port NO VLAN Member
S Port 1 [ Port 2[4 Port 3
k= Port 4 [ Port 5
Update LeadDefault
VLAN Member
Port VLAN Tag
1 2 3 4 5
1 Don't care V V v v v
2 Don't care V V V v v
3 Don't care V v A4 vV v
4 Don't care v V v v \4
I 5 Don't care v v V4 vV vV =
P © AR

VLAN mode supports port based and tag based mode. Press “Change Mode” button to
change VLAN mode.

The egress packets of the output port will be added tag if add tag option is selected. The
egress packets of the output will be stripped tag if remove tag option is selected. Don’t
care means the egress packets of the output port only forward to destination without

adding or removing tag.



3.2 Port based VLAN
Add tag

3 SmartSwitch Web-Base Controllex - Microsoft Internet Explorer PEx
BRO ®EE BRO FHBFQW IAD HBEO® >
Otr-Q HNEG PusJramnz @ -5 w-JK 3

D) | €] htp192.168.2.17 v BnE >

1 2 3 4 5
. B B B 3B @
5-Port 10/100Mbps Fast Ethernet Switch
-~

# Administrator Port Base VLAN
¥ Port Management
“/VLAN

8ot basa VAN VLAN Mode : Port Base[_Stnez Mo |

9 Tagbase VLAN
QoS Setting VLAN Mode Port Base VLAN
 Security Filter Port 1 Port 2 Port 3 Port 4 Port 5
B Coutiginss o e Resls Tag Mode O Add Tag ® Add Tag ® Add Tag ® Add Tag ® Add Tag
> ODon't Care ODon't Care ODon't Care ODon't Care ODon't Care

Miscellaneous
N ORemove Tag ORemove Tag ORemove Tag ORemove Tag ORemove Tag

o1
e | Update [ LoadDefault

Note: Portl can't be set to "Add Tag" because it's the Control Port.

Port NO VLAN Member
w Port 1 [ Port 2[4 Port 3[¥
! Port 4[] Port 5
(Urdate | [ LoedDefault
Port VLAN Tag NEAN:Merther
1 2 3 4 5
1 Don't care v v \i \i A
2 Don't care \ v v \ Vv
3 Don't care v v v v v
4 Don't care v v A v v
) — S Don't care v v v v v ;
Q FER © EREE

Select “add tag” for port2~5 and press “Update” button.

2 SmariSwitch Web-Base Controller - Microsoft Internet Explorer
#RE KEE ®AY HFHBEQ IAD H¥E

Qt=-Q KRG Pus Jeanhz @ R4 wW-[Jid B

D) | &) htp192.168.2.17

v|Qsz am

5-Port 10/100Mbps Fast Ethernet Switch

# Administrator Port Base VLAN &
¥ Port Management
“/VLAN
a| Portbase VAN VLAN Mode : Port Base
@ Taghase VLAN
% QoS Setting VLAN Mode Port Base VLAN
 Security Fitter Port 1 Port 2 Port 3 Port 4 Port 5
% Configuration BackupRestc Tag Mode O Add Tag O Add Tag O Add Tag O Add Tag O Add Tag
3 Miscellaneouis ODon't Care ODon't Care ODon't Care ODon't Care ODon't Care
ik ORemove Tag ORemove Tag ORemove Tag ORemove Tag ORemove Tag
Update | [ LoadDefault
Note: Portl can't be set to "Add Tag" because it's the Control Port.
Port NO VLAN Member
g Port 1 [ Port 2[¥ Port 3
- Port 4[] Port 5
Update | [ LoadDefault
Port VLAN Tag VLAN Member
1 2 3 4 5

1 Don't care \i v \i \i v

2 Add Tag v v v v v

3 Add Tag v \i A4 v v

4 Add Tag v v v v \i

o 5 Add Tag v \i v v v ;
%5 © FRE

After updating, the message of “add tag” is showed in VLAN tag field.
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P1| | P2|| P3| | P4|| PS5

2 [

Web console traffic source
The SmartBits transmits 64byte broadcast packets without tag to port2.

& SmartWindow - (untitled)

L:la I 4 i~ - o T T oot - Lo Halr
File Edit Actions Cpton 1est Admimn View Help

Tg%f";—'ioooooooo el el oooooa’—‘
gﬁﬂ—';',lisij:,oooooooo clao|la|a|a cllela|a|lalB
E-—‘?Ej:’;oooooooo allalalala ooooo‘gi
Mode | Half Half Half| Half| Half | Half Half Half | Full Full Full Full Full | Half Half Half Haif Haif O
pesd | W W W0 K W W 01 »J _wvmmj Al AUl U Ul
Link—+ e e | AN AND ANG AND : P
CardTupe 7410 7410 7410 7410 7410 7410 7410 7410 | 7410 2410 7410 7410 741 7410|7410 7410 7710/ 7710
Smartais. rad ﬁ_lﬂﬂez W33 (034|637 ,38 39 40 | #2)
== sui
\OnLine |IP=192.168.008.042 Port=16385 4

B SmartCounters - [Port Counters for 4 ports - (untifled)*]

A File Edit Tree Actions Selection View Format Window Help - 8 X
mFHAS R & ¥ b a =20EH BEMD O
All Ports Events Events Events = Events »
305X-7410 31 SX-7410 | 325X-7410 335X-7410 =
Tx Frames 10,000 0 0 0
R« Frames 0 10,000 10,000 10,000
Rx Bytes 0| 630,000 680,000 680,000}
R« Triggers 0 0 0 0
Collisions o 0 0 0
CRC Errors 0 1} 0 0
Alignment Errors 0 a0 0 0
OverSize 0 0 0 0
Frag/UnderSize 0 0 0 0
| v
<1 (| >
| Counters for 4 ports ‘Events Only Detail View  Updating
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#% Capture - SmartWindow Port 31

EEX

File Edit Capture View Format Help
HEE {bR XgcB O E & o S ;)
Delta(uSec)|Status|Length Pream/MAC dest  [MAC src type [data ~
1 0.0 68 64 ff ff fF ff fF ff 000O0OOOODOT {8100 000167 2effbe?
2 E7.2 B8 64 ff ff ff ff ff ff 000000000001 {8100 00O01|b2bf 4d58!
3 E7.2 68 64 ff ff £F Ff fF Ff 000000000001 8100 0001)7cabbbEd
4 E7.2 B8 64 ff ff fF Ff fF ff 000000DO0O0DDOT 8100 DOO1955faf83
5 B7.2 68 B4 ff ff fF ff ff ff 000000000001 {8100 0001|cS 2c af cB1
b 67.4 68 64 ff ff fF Ff fF Ff 000000000001 8100 00011096 b2 bf I
7 E7.2 B8 64 ff ff fF Ff fF ff 000000D00O0DDOT (8100 000124 7ccd 2a
8 B7.2 B8 B4 ff ff ff ff ff ff 000000000001 8100 DOO1|7f1c1feBC
9 E7.1 68 64 ff ff fF Ff fF Ff 000000000DDOT 8100 000|e975651c
10 E7.2 68 64 ff ff fF Ff fF Ff 000000D00O0DDOT 8100 0001)a0 10 ccba
11 B7.2 B8 B4 ff ff fF ff ff ff 000000000001 {8100 0001|d0 a3 e3de
12 E7.2 68 64 ff ff £F Ff fF Ff 00000000O0DDOT {8100 0O0N0cH 1abE |
13 B7.2 68 64 ff f fF Ff fF ff 00000D00O0DDOT 8100 00013 0d 2f a5+
14 B7.2 68 B4 ff ff fF Ff fF Ff 000000000001 {8100 0001|61 44 5d 6d
15 E7.2 B8 64 ff ff fF Ff fF Ff 000000000DDOT (8100 D001)30eacd 4b
16 E7.2 B8 64 ff ff ff ff ff ff 000000000001 8100 0001cc 08 ac 4d
17 E7.1 B8 64 ff ff fF Ff fF Ff 000000000001 {8100 00O1|4bdl dd 73
18 E7.2 68 64 ff ff fF Ff fF ff 000000000001 8100 0001)88 be 76 06
19 67.2 B8 64 ff ff fF Ff fF Ff 0000D00D00OODDOT (8100 0001)9d aaB4eb »
£ 2
(CAPTURE OFF /

The captured packets of 31 SX-7410 are added tag with 8100 0001.
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Remove tag
2} SmartSwitch Web-Base Controller - Microsoft Internet Explorer = @\[X\
i

BRE REEO RO HIORFQW IAD HE®
O+7-© HEAG Pue oz @ -5 w-JE 3
#BUED) &) hitp:i192.168:2.1/ | Bz wx >
1 2 = 4 5
| B B8 @ @
5-Port 10/100Mbps Fast Ethernet Switch
~
e Al
S Port Base VLAN
¥ Port Management
“/VLAN
o Pt base AN VLAN Mode : Port Base[ Sz Moke |
9 Taghbase VLAN
% QoS Setting VLAN Mode Port Base VLAN
» Security Filter Port 1 Port 2 Port 3 Port 4 Port 5
B Coulicicatunr Backinsissls Tas Mode O Add Tag O Add Tag © Add Tag O Add Tag O Add Tag
e 2 ODon't Care ODon't Care ODon't Care ODon't Care ODon't Care
s ORemove Tag @ Remove Tag © Remove Tag © Remove Tag © Remove Tag
0gol
| Update || LoadDefauk
Note: Portl can't be set to "Add Tag" because it's the Control Port.
Port NO VLAN Member
Mg Port 1 [ Port 2 Port 3
S Port 4 7] Port 5
Update | [ LoadDefault
VLAN Memb:
Port VLAN Tag ; 5 S <
1 Don't care v \i \i v v
2 Add Tag A4 v v v X4
3 Add Tag \'s v v \'s A
4 Add Tag \' A \' \' \'
5 £dd Tag A v v v v
3] v
&] TR © ERiEE

Select “remove tag” for port2-5 and press “Update” button.

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer
WRE REE HRO BIHEFQ IARD HA®

Qtrr-© [¥[@ G Pus Jramez @
D) | &) htp1192.168.2.17 v| @Bz Ema >

5-Port 10/100Mbps Fast Ethernet Switch

o &
S Port Base VLAN
¥ Port Management
“*VLAN
o ‘Porthasa VAN VLAN Mode : Port Base[_ ChengeMode |
@ Taghase VLAN
% QoS Setting VLAN Mode Port Base VLAN
 Security Filter Port 1 Port 2 Port 3 Port 4 Port 5
% Configuration BackupRestc Tag Mode O Add Tag O Add Tag O Add Tag O Add Tag © Add Tag
o ODon't Care ODon't Care ODon't Care ODon't Care ODon't Care
Miscellaneous
i ORemove Tag ORemove Tag O Remove Tag O Remove Tag ORemove Tag
ogor
LoadDefault
Note: Portl can't be set to "Add Tag" because it's the Control Port.
Port NO VLAN Member
g Port 1 ¥ Port 2[¥ Port 3[4
= Port 4 [¥] Port 5
LoadDefault
VLAN Member
Port VLAN Tag
1 2 3 4 5
1 Don't care \i \i \i v v
2 Remove Tag v v \i v v
3 Remove Tag \' \' A \ A
4 Remove Tag A v \' \' \'
5 Remove Tag \' \' \' \' A
|1 — (D] o]
&] TR © ERiEE

After updating, the message of “remove tag” is showed in the VLAN tag field.
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Web console traffic source
The SmartBits transmits 68byte broadcast packets with 8100 0001 to port2.

}

}

&% SmartWindow - (untitled)

Transmis

Status ol
Trigger

Collision

Receive,

CreError o) e
Mode +| Half| Half

Speed| 8| 16| 16
Link—+

Card Type| 7410 741

21 £2

Half| Half| Half
6 | 6 16

Qo

7410 741

o
Half
106

38,39

7710/ 771

Half
6

&

TCODG WM

#2

Start

Single Burst

¥ SmartCounters - [Port Counters for 4 ports - (untitled)*]
B4 File Edit Tree Actions Selection View Format Window Help

SEHAE y2R e 28, e 20E B®EMO

All Ports Events =~ Ewents = Events = Events »
30 SX-7410 31 5X-7410 | 32 5X-7410 33 5X-7410 =
Tx Frames 10,000 ] 0 0
R« Frames 0 10,000 10,000 10,000
R« Bytes 0 640,000 640,000 640,000
R= Triggers 0 0 0 0
Collisions a 1] 0 o
CRC Errors 0 a ] 0
Alignment Errors 0 0 0 0
OverSize 0 0 0 0
Frag/UnderSize 0 0o 0 0
v
1)) >
| Countexs for 4 ports Events Only Detail View  Updating
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#% Capture - SmartWindow Port 31 @@@

File Edit Captore View Format Help
HEHE8E&E i 2R XerBHEE & o n » O
Delta(uSec)|Status|LengthPream/MAC dest  |MAC src [type |data ~

1 0.0 64 64 ff ff fF ff fF £ 00D0ODOODO0DODT eD3d BE18765a97 42 -
2 E7.2 64 64 ff ff ff FF fF ff 000000000001 1eBa 140cech67699
3 B7.2 64 64 ff ff ff ff fF £ 000000000001 fechb calbb2Ee 4300
4 E7.1 64 64 ff ff fF ff ff £ 000000000001 d4ad? faf? ebdaaf fE De
5 67.2 64 64 ff fF fF Ff fF ff 000000000001 eaac 4a025bafbd8bl
b E7.2 64 64 ff ff ff ff fF £ 00000DDOOODOT 33bc afddebcH5fI36.
7 67.2 64 64 ff Ff ff ff ff £ 00000DOOODD0T 3111 4e37e3ee2cBb
8 67.2 64 64 ff ff fF Ff fF ff 000000000001 c3d0 ffB20c37 3baef.
9 67.2 64 64 ff ff fF ff fF £ 000000000001 bdec 70dfbd29ebe?
10 E7.2 64 64 ff ff ff ff fF £ 000D0000D0DD0DT fe78 bE7389elbfh2!
11 E7.1 64 64 ff ff fF Ff fF ff 000000000001 aeed 9fblfEES0e23e
12 B7.2 64 64 ff ff ff ff ff £ 000DO00O0D0DO0T e547 ceddB821f407c”
13 67.2 64 64 ff fF fF FF £F ff 000000000001 f82f 06400c8c?d46
14 E7.4 64 64 ff ff ff ff fF £ 0000O0DDOOOD0D d3a3 151a7c925588
15 E7.2 64 64 ff ff fF ff ff £ 00000DDOOOD0O1T 9rd8 d0dIbe2c8863
16 67.2 64 64 ff ff ff Ff fF ff 000000000001 Dabd 86 7d486dd4 5d
17 B7.2 64 64 ff ff ff ff fF £ 000DO0O000DDOT alab SfdEfcBabfil1l 1’
18 E7.2 64 64 ff ff ff ff fF £ 000000000001 BdOb 94 ccB1 dffdedf.
19 E7.2 64 64 ff ff fF FF £F ff 000000000001 Bec70 a7b8dIf53a181s

L) >

(CAPTURE OFF

The captured packets of 31 SX-7410 are removed tag.
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VLAN member setting
/3 SmariSwitch Web-Base Controller - Microsoft Internet Explorer =E3]
"l

WRE REE HRO HOBBQ IAD HE®
O+7- 0 HREAG P :
D) | &) hip192.1682.1/ v $BE EE >
5-Port 10/100Mbps Fast Ethernet Switch
~
>
o Port Base VLAN
 Port Management
“/VLAN
o Porthase VAN VLAN Mode : Port Base CtmesMode |
@ Tag hase VLAN
QoS Setting VLAN Mode Port Base VLAN
 Security Fitter Port 1 Port 2 Port 3 Port 4 Port 5
» Connuntion BackupFest Tag Mode O Add Tag O Add Tag O Add Tag O Add Tag O Add Tag
A ODon't Care ODon't Care ODon't Care ODon't Care ODon't Care
Vi O Remove Tag O Remove Tag O Remove Tag O Remove Tag O Remove Tag
0!
i LoadDefault
Note: Portl can't be set to "Add Tag" because it's the Control Port.
Port NO VLAN Member
N Port 1[4 Port 2[4 Port 3[4
o Port 4 [J Port 5[]
Update | [ LoadDefault
VLAN Member
Port VLAN Tag
i 2 3 4 5
1 Don't care \i v \i v \i
2 Remove Tag \i v v X \i
3 Remove Tag \ \' \' \' \'
4 Remove Tag \'i \'s \' \' \'s
5 Remove Tag V' A \' v \' =
e 3
EE © AEER

Choose port1-3 as VLAN members of port2 and press “Update” button.

#RE REE BRO BIHEFQW IAD HE®

O+ -0 KA

ﬂﬁnt@\mp-mgz 168217 v B E EE >

Y| Pus

1 2 3 4 5)
. H B @ @ @
5-Port 10/100Mbps Fast Ethernet Switch

e Port Base VLAN
¥ Port Management
“/VLAN

SER e VLAN Mode : Port Base[ e Mo |

@ Tagbase VLAN
# QoS Setting VLAN Mode Port Base VLAN
» Security Fitter Port 1 Port 2 Port 3 Port 4 Port 5
¥ Configuration BackupRestc Tag Mode O Add Tag O Add Tag O Add Tag © Add Tag © Add Tag
s i ODon't Care ODon't Care ODon't Care ODon't Care ODon't Care
S ORemove Tag ORemove Tag ORemove Tag ORemove Tag ORemove Tag

0got

Note: Portl can't be set to "Add Tag" because it's the Control Port.

Port NO VLAN Member

Port 1[4 Port 2[] Port 3
Port 4[] Port 5

[T

[Updae | [ LoedDefaul
VLAN Memb:
Port VLAN Tag AN Member

il 2 3 4 5
1 Don't care v v \i v v

2 Remove Tag v \ v
3 Remove Tag \'s \' \'s A \'
4 Remove Tag v v v v N
B 5 Remove Tag v \ \' A \

v
&] TR © FREE

After updating, VLAN member field appears that port1-3 are in the same VLAN group.
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v

ATCADS

FooTTT ‘- 1

v

T—---
1

v

P3

P4

PS5

b

}

traffic source 32 SX-7410
PC SX-7410
Web console 31 SX-7410

The SmartBits transmits 64byte broadcast packets.

33 SX-7410

B% SmartWindow - (untitled)

File Edit Actions Options Tests Admin - View

Transmit
Status
Trigge!
Collision
Receive
Crc Error
Mocle—+!
Speed+| J@ | @ | 10
Link—+

CardType

7410

336

e SmariCounters - [Port Counters for 4 ports - (untifled)*]
F—‘E File Edit Tree Actions Selection View Format Window Help

SEHAS SR 8 38 =208 B0
All Ports Events = Events Events ~ Events
30 5X-7410 | 31 SX-7410 32 5X-7410 33 5X-7410

T« Frames 10,000 0 0 1]
R« Frames 0 10,000 0 0
Rx Bytes 0] 640,000 0 0
Rx Triggers 0 I 0 1]
Collisions 0 0 0 0
CRC Errors a 0 0 1]
Alignment Errors 0 0 0 0
OverSize 0 0 0 0
Frag/UnderSize 1} 0 0 0
<) m|

Counters for 4 ports Events Only Detail View  [Updating

Port4 and port5 have not received any packets.
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3.3 Tag based VLAN
This page is used to set the VLAN ID. The VLAN ID is valid only when the tag based
VLAN is enabled. In port based VLAN mode, the VLAN ID is useless.

3 SmariSwitch Web-Base Controller - Microsoft Internet Explorer CEX
>

BRE REE ®BHO HIHRTBQ IAD HE®
O+ 7 -Q KRG Pmenwnx @ -5 & - K B
D) (@) hpin92168:2.1/ N
5-Port 10/100Mbps Fast Ethernet Switch
* Admini ]
S Tag Base VLAN
# Port Management
AVLAN
s Portbase VLAN VLAN Mode : Port Bas
@ Taghase VLAN
ELes Sty VLAN No | Enable v FID (0~15) Add Tag Remove Tag VLAN Member
» = (1~4093)
Security Filter
* comononackmest| | o | i P10 P20 P301 P10 P20 p30) PLE P20 P3
v
¥ Miscohmienis - ) — P40 P50 pa0 P50 P4 P5
¥ ooyt Subratt | [ LosdDefalt
PVID PVID Value is (1~4093)
Pl P2 P3 P4 PS5
potevip L |1 [t [t L]
Subrait LoadDefault
VLAN Enablell vID || FID VLAN Member Add Tag Remove Tag
NO Pl P2 P3 P4 P5 Pl P2 P3 P4 P5 Pl P2 P3 P4 P5
0 X 1 0 v \' v v v - - - - = - - - -
1 X 2 0 v v v v \i - - - - = = - - - -
2 X 3 0 v v v v v - - - - N - - = =
3 X 4 0 v v v v v - - = = = - = = =
4 X 5 0 v v v v v - - = S = = =
5 X 6 0 - & & & = B B B & & & &
[ | 6 X 7 0 £ : - - 2 x & P 2 P B p T =
€1 %% © IR

Press “Change Mode” button to use tag based VLAN.
/3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer EX
>

BRE REE KAO HHEREQ IAD HHD
Qrr-© KRB G Pus Jfommaz @ -5 @ -[JE B
#E4ED) | @) hp1192.168.2.17 v| Bz Em ”
9-Port 10/100Mbps Fast Ethernet Switch
~
it A
S Tag Base VLAN
# Port Management
“#VLAN
o BobasE AN VLAN Mode : Tag Base Mok |
@ Taghbase VLAN
# QoS Setting VLAN No | Enable D, FID (0~15) Add Tag Remove Tag VLAN Member
. 2 (1~4093)
Security Filter
% Configuration Backup/Restc G p1O P20 P30 rIOP20O0 P30 P1M P2 P3
v
¥ Miscoons - o raClfps P40 P50 PAE PS5
Losait l Subat ]| LoedDefeult_|
PVID PVID Value is (1~4093)
Pl P2 P3 P4 PS5
potevip L |1 [t [t L]
Submit LeadDefault
VLAN Enablell vID || FID VLAN Member Add Tag Remove Tag
NO Pl P2 P3 P4 P5 Pl P2 P3 P4 PS5 Pl P2 P3 P4 P5
0 X 1 0 vi[v][v]v]yv - - - B - B . _ _
1 X 2 0 v vV |v]y . - - - B B B , , ,
2 % 3 0 v v][v]v]|v = = . B B B . _ _
3 X 4 0 v v v]v]|v - . = = = B . _ _
4 X 5 0 viv][v]v]v = = = = = = =
5 X 6 0 - & & & = B B B & & & &
[ | & 6 X 7 0 D = = 2 B : B e e s P = - | @
&% © R

Enable VLAN 0, VID=175 and p5 is added tag. Then press “Submit” button.
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3 SmariSwitch Web-Base Controller - Microsoft Internet Explorer

BRE KREE ®BHO HIHRTBQ IAD HE®
O+F- O HEAG Pushamszr @ -5 @ - JE B
#E4ED) | @) hp1192.168.2.17 v e Ew >
5-Port 10/100Mbps Fast Ethernet Switch
a
e L]
S Tag Base VLAN
# Port Management
“/VLAN
o Portbase VLAN VLAN Mode : Tag Base Mok |
@ Taghase VLAN
AL VLAN No | Enable D FID (0~15) Add Tag Remove Tag VLAN Member
. : (1~4093)
Security Filter
% CounyaibnEackinRests = 3 ‘ piOP200pP30 piO P20 P30 PLE P24 P3[M
v
Micitmends o ) o P41 P50 P40 PS[] P4 P5
SLuoan ToaDetlt
PVID PVID Value is (1~4093)
Pl P2 P3 P4 PS5
porpvip ([t | [l [ [ [
[[ Submit ]| LoadDefault J
VLAN Eaable| vt L FiD VLAN Member Add Tag Remove Tag
NO Pl P2 P3 P4 P5 Pl P2 P3 P4 P5 Pl P2 P3 P4 P5
0 0] 175 0 v v v v v A
1 X 2 0 v v v v v
2 X 3 0 v [vi]v v v
3 X 4 0 v v v v v
4 X 5 0 v v v v v
5 X 6 0
[ | 6 X 7 0 : @
Q £ © FREE

Set PVID of p2 to be 175 and press “Submit” button.

}

~T410

}

33 SX-7410

traffic source 12
SX-7410

PC
Web console 31 SX-7410

The SmartBits transmits 64byte broadcast packets.
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& SmartWindow - (untitled)

Transmi ~
aa O @ 0| el C a -
gget, o\ | ol ol @ B
ollision G
Recsive
Cre Errar R lied (Ao e R
Mode| Half| Half| Half| Half| Half 0
Seeccs 8| 8| 8| 8| & u
Card Type| 7410 7410) 7410 7410/ 7410 i
21 |22 (.23 |, 24 .25 #2
pee S Sl alll =S =
W Start| +,
Single Burst |OnLine [IP=152.168.008.042 Port=16385 1.7
&% SmartCounters - [Port Counters for 4 ports - (untitled)*] E]
CA File Edit Tree Actions Selection View Format Window Help - 8 X
EFEHAE YRR 4 !N =208 BEM O
All Ports Events Events Events Events s
30SX-7410 31 5X-7410 | 32SX-7410 33 5X-7410 =2
1T Frames 10,000 0 0 0
R« Frames 0 10,000 10,000 10,000
Rx Bytes 0 640,000 640,000 530,000
Rx Triggers 0 0 0 a
Collisions 0 o a 0
CRC Errors 0 0 0 I
Alignment Errors 0 0 0 a
OverSize 0 0 0 0
Frag/UnderSize 0 0 0 0
A
<3| | >
|Counters for 4 ports ~ [Events Only Detsil View  Updating

#% Capture - SmartWindow Port 33 E‘@

File Edit Capture View Format Help

EEE bR XecrBDHE & ¢ n » O

Delta(uSec)|Status|LengthPream/MAC dest  [MAC src type[data ~
19 67.2 68 B4 ff ff fF fF Ff ff 0000000000
20 E7.2 68 64 ff ff ff ff fF ff 0000000000M
21 67.2 B8 64 ff ff Ff fF ff ff 0000000000
22 67.2 68 64 ff ff f ff ff ff 000000D0000M
23 67.1 68 B4 ff ff ff £F ff ff 0000000000
24 67.2 B8 B4 ff ff ff ff ff ff 0000000000
25 67.2 B8 B4 ff ff ff ff F fF 0000000000M
26 67.2 B8 B4 ff ff ff ff ff ff 0000000000
27 67.2 68 B4 ff ff fF fF Ff ff 0000000000M
28 67.2 68 B4 ff Ff ff ff Ff ff 00000000 00M
29 67.2 B8 64 ff ff ff fF fF ff 000000D0000M
30 67.1 B8 64 ff ff Ff £F ff £ 00000DO0ODOM
31 B7.5 B8 64 ff ff ff fF ff ff 0000000000
32 67.2 B8 B4 ff ff ff fF ff ff 0000000000M
33 67.1 B8 B4 ff ff ff ff Ff ff 000000000001
34 67.2 B8 B4 ff ff ff ff ff ff 0000000000M
35 E7.2 B8 B4 ff ff ff ff fF ff 0000000000M
36 67.2 B8 B4 ff Ff ff ff Ff ff 0000000000
37 67.2 68 64 ff ff ff fF fF ff 000000000007 |
<3| (il

(CAPTURE OFF |

The captured packets from port5 are added tag.

39



4 QoS Setting

This page provides priority classification for QoS.

a SmartSwitch Web-Base Controller - Microsoft Internet Explorer

D) | &) http:41192.168.2.17

“ Administrator

# Port Management
# VLAN

¥ QoS Setting

@ | Priority Classification

@ Queue Scheduling
Mode

Port-Based Priority
VLAN Tag Priority
TOSIDSCP Priority
TCP/UDP Priority.
& Security Filter

# Configuration Backup/Res

& Miscellaneous
¥ Logout

o — O
e

WRE REED BRO HFREQW IAD HAO®

Q- © HXRAG Pus sevmsz @ -2 #@-LJE B

‘ 9-Port 10/100Mbps Fast Ethernet Switch

Priority Classification

1 2 3 4
B B &3 @

Priority Classification

@® Disable
O Port based priority
O VLAN Tag priority
O TOSIDSCP Priority
O TCP/UDP Priority

Subrait

5
=

@ AmER

v| B E EE >

Priority classification:
- Disable

- Port based priority

- VLAN tag priority

- TOS/DSCP priority

- TCP/UDP priority
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This page provides a option of queue scheduling including strictly priority and

weight-round-robin .

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer g@l@
WRE REED BRO HFREQW IAD HAO® i

Q- © HXRAG Pus sevmsz @ -2 #@-LJE B

D) | €] hp192 16821/ v B BE EE >

1 2 3 4 5
5-Port 10/100Mbps Fast Ethernet Switch 2L

= Akt Priority Mode
¥ Port Management
¥ VLAN

¥ QoS Setting

Priority Mode

it Mode | Strictly Priority a3 SP Q2 SP Q1 SP Q0 SP
|M0,je g‘| ® Weight-Round-Robin.| Q3weight/¢ ¥/ Q2weight/¢ ¥| Q1weight/2 ¥| Qo0 weight/! v

@ Port-Based Priority Updater

@ VLAN Tag Priority

@ TOS/DSCP Priority

@ TCP/UDP Priority

* Security Filter

# Configuration Backup/Res

 Miscellaneous

@ Priority C|

¥ Logout

B Y
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4.1 Port based priority

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer =113
BRO REE SR ZOREQ TAD HPOD ir

Qix-© HEG Ome somns @ 25 -l B

{FED) | €] htp#192.168.2.1/

> EENE

1 2 E 4 )
5-Port 10/10 T

ps Fast Ethernet Switch

LR Priority Classification

# Port Management

¥ VLAN

% Qo Setting Priority Classification
@ Priority Classification O Disable

Queue Scheduling © Port based priority
Mode

O VLAN Tag priority

@ Port-Based Priority O TOS/DSCP Priority
@ VLAN Tag Priority O TCP/UDP Priority
 TOS/DSCP Priority S

@ TCPIUDF Priority ||

& Security Filter

* Configuration BackupRes
# Miscellaneous

# Logout

Fre T @ mEER

Select “port based priority” and press “Submit” button.

2 SmariSwitch Web-Base Controller - Microsoft Internet Explorer B@@

WRO #EE HWRO FOREQ IAD HHO i

Q- © HKREAG Pz oz @ -2 w-[JE B

#ED) | &) hitp:#192.168.2.17

B2 EE

# Administrator

% Port Management
¥ VLAN

QoS Setting

Priority Mode

Priority Mode

O Strictly Priority Q3_SP Q2 SP Ql_SP Q0 _SP

| ® Weight-Round-Robin. Q3 weight[8 ~| Q2 weight ¢ ¥/ Q1 weight'2 v| Q0 weight/! +[|
Port-Based Priority [ Update |

VLAN Tag Priority -
TOSIDSCP Priority
TCP/UDP Priority

& Security Filter

* Configuration BackupRes

@ Priority Classification
Queue Scheduling Mode
Mode

# Miscellaneous
» Logout

&= © B

Select “weight-round-robin” and set Q3=8, Q2=4, Q1=2, Q0=1. Then press “Submit’
button.
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3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer =113
n
i

WRE REEO ®RO BIHHEBQ IAD HAE®

Q:%-© NRAG P ansr @ -5 &@-LJK B

IED) | &) hitp:#192.168.2.1¢

v BBzE Es >

& 2 3 4 5
5-Port 10/100Mbps Fast Ethernet Switch manEs

TG Qos Port-Based Priority
¥ Port Management

# VLAN

% Qos Setting PS. The functions will work only if the selection of "Port based priority" in the webpage - Priority Classification is selected.

@ Priority Classification Port No. Queue No.
Queue Scheduling T -
de

v | v

Port-Based Priority Subait

LAN Tag Priority
TOSIDSCP Priority
TCPAUDP Priority
* Security Filter

>
% Miscellaneous Port No. Queue No.

Queue3
Queuel
Queuel
Queue2
Queue3

¥ Logout

| = wof o —

C | o I
BER © R

Set port2 = queueO, port3 2 queue1, port4 - queue2, and port5 2> queue3.

ot

192.168.1.1 192.168.1.3

PC 30 SX-7410 32 SX-7410
‘Web console 192.168.1.2 192.168.1.4

31 SX-7410 33 SX-7410
Port2-5 forward 64byte TCP packets to port1.
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’ EtherPeek NX - [Capture 1]
ﬁ File Edit View Capture Send Monitor Tools Window Help

"HE WENAdE b sV IOEHM -

\ Packets received: | 190,589 || Memory usage: | 100% —\
| Packets filtered: | 190,589 || Fn?e,r stage:\ — |Acceptalpackets
o & &
Packet | Source Destination Flags Size Absplme Time | Protocol
57 IP-192.168.1.3 IP-224.0.1.24 64 17:10:21.972637 | TCP
58 IP-192.168.1.2 IP-224.0.1.24 i 64: 17:10:21.972678 | TCP
59 IP-192.168.1.2 IP-224.0.1.24 i 64 17:10:21.972690 @ TCP
60 IP-192.168.1.1 IP-224.0.1.24 i 64: 17:10:21.972695 : TCP
61| IP-192.1658.1.4 IP-224.0.1.24 64 17:10:21.972699 | TCP
62| IP-192.1658.1.4 IP-224.0.1.24 64: 17:10:21.972704 : TCP
63| IP-192.1658.1.4 IP-224.0.1.24 64 17:10:21.972709 | TCP
64| IP-192.165.1.4 IP-224.0.1.24 64: 17:10:21.972714 : TCP
65| IP-192.1658.1.4 IP-224.0.1.24 64 17:10:21.972720 @ TCP
66 | IP-192.1658.1.4 IP-224.0.1.24 64 17:10:21.972779 | TCP
67| IP-192.1658.1.4 IP-224.0.1.24 i 64: 17:10:21.972792 : TCP
68| IP-192.1658.1.4 IP-224.0.1.24 i 64 17:10:21.972797 | TCP
69| IP-192.168.1.3 IP-224.0.1.24 i 64: 17:10:21.972802 | TCP
70| IP-192.168.1.3 IP-224.0.1.24 64 17:10:21.972807 . TCP
71| IP-192.168.1.3 IP-224.0.1.24 i 64: 17:10:21.972812 | TCP
72| IP-192.168.1.3 IP-224.0.1.24 64 17:10:21.972830 . TCP
73| IP-192.168.1.2 IP-224.0.1.24 64: 17:10:21.972836 | TCP
74| IP-192.168.1.2 IP-224.0.1.24 64 17:10:21.972876 @ TCP
75| IP-192.168.1.1 IP-224.0.1.24 64: 17:10:21.972887 . TCP
76 IP-192.168.1.4 IP-224.0.1.24 64: 17:10:21.972892 : TCP
<
| Packets /\Nodes )\Protocols )\Summary )\Graphs )\Log )\Expert }\Peer Map }\Filters /
Idle B Realtek RTL8139/810x Family Fast Ethernet NIC  Packets: 190,589 Duration: 00:00:07
x| Messages: 40,981 | | € 40970 | @ | Ao
Date Time Message ~
o 1202612008 171451 hitp:/192.168.2.1/RJ45-up_on jpg from 192.168.2.100
: o 12i26/2008  17:14:51 hittp:#192.168.2.1/RJ45-up_on jpg from 192.168.2.100
| o 1202612008 171451 hittp:/192.168.2.1/RJ45-up_on jpg from 192.168.2.100
o 1202672008 © 17:14:51 hittp:/192.168.2.1/RJ45-up_on jpg from 192.168.2.100
0, 1202612008 & 17:14:54 hittp:/192.168.2 1 fidle htm from 192.168.2.100

For Help, press F1 B Realtek RTL8139/810x Family Fast Ethernet NIC

Etherpeek captures packets from port2-5. The ratio of port2~5 is 1:2:4:8.
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4.2 VLAN tag priority

A SmartSwitch Web-Base Controller - Microsoft Internet Explorer
WRE REE WRO HOBREQ IAD HE®

Q+E-© [¥X B Pre Jowmaz @ - @ -

X
i

#ED) | &) hitp:#192.168.2.17

v| Bz cmm >

1 2 3 4 5
: B B B @ @
5-Port 10/100Mbps Fast Ethernet Swite
S st Priority Classification
 Port Management
 VLAN
% QoS Setting Priority Classification
@ Priority Classification ODi“bleA .
ol cllAus Behatlilng O Port based pn.on.ty
:
@ Port-Based Priority O TOS/DSCP Priority
@ VLAN Tag Priority O TCP/UDP Priority
a TOSMSCP Priority Sobet
@ TCPJUDP Priority
# Security Fitter
* Configuration BackupRes
& Miscellaneous
» Logout
@
e © A
143 - - " 13 AL
Select “VLAN tag priority” and press “Submit” button.
/3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer @
BRO #EO HAD FHREG IAD HE® 3
QO+ -© HEG Pus Jeamsx @ -5 w-[JE 3
D) [ &) hitp1192.168.2.17 v\ Bz En >
1 2 3 4 5
: B B @ @ @
5-Port 10/100Mbps Fast Ethernet Switch
A Priority Mode
 Port Management
 VLAN
QoS Setting
S Priority Mode
°
: Q""""’S:“Z' 'Ifa“’" Mode O Strictly Priority a3_sp Q2 sP a1_sP Q0 _sp
e nacaing [©Weight-Round-Robin. Q3 weight[¢ v| Q2weight ¢ ¥| Q1 weight/2 v| Q0 weight/l ~]|
@ Port-Based Priority |]
@ VLAN Tag Priority
@ TOS/DSCP Priority
@ TCPJUDP Priority
# Security Fitter

* Configuration BackupRes
# Miscellaneous
» Logout

© IR

Select “weight-round-robin” and set Q3=8, Q2=4, Q1=2, Q0=1. Then press “Submit’

button.
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3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer Ex

WRE KREE BAO FIORBQ IAD JHHEO >
Qra-Q© HRA® Pus Jeawsz @ R-2 w-JEH B
i #192.168.2.17 Buz = >
1 2 3 4 5
. E @B @ @
5-Port 10/100Mbps Fast Ethernet Switch
> " .
A Qos Tag-Based Priority
 Port Management
FVLAN : . : : s o . PTG
¥ooss PS. The functions will work only if the selection of "VLAN Tag priority" in the webpage - Priority Classification is selected.
@ Priority Classification VLAN Pri Queue No.
@ agzsﬂ Scheduling [ 731 i 731
@ Port-Based Priority Subrmit
@ VLAN Tag Priority
@ TOSIDSCP Priority
o TCPIUDP Priority
# Security Filter
# Configuration BackupRes
% Miscellaneous. VLAN Pri Queue No.
# Logout 0 Queuel
1 Queuel
2 Queuel
3 Queuel
4 Queue(
S Queuel
6 Queue2
7 Queue3
[ —| (O
& ER © HREE

Set VLAN priority 4 - queue0, VLAN priority 5 - queue1, VLAN priority 6 - queue2 and
VLAN priority 7 - queue3.

ot

30 SX-7410 32 SX-7410

PC  SMAC=01 SMAC=03
Webconsole  pri7 31SX-7410 pri=5 33 SX-7410
SMA=02 SMAC=04

pri=6 pri=4
Port2-5 forward unicast packets with 64byte length to port1.
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’ EtherPeek NX - [Capture 1]
ﬁ File Edit View Capture Send Monitor Tools Window Help

D-B-HE W=D b sV 200H >
| Packets received: | 12717,2&:!‘3;\ Mem?ryusage:\ 54% [_ “ Stort Capture
[ Packets filtered: | 121,200 [ Filter state:| = | Accept all packets
o] @ & s & B
Packet  Source Destination Flags Size Absolute Time  Protocol Summary A
21 00:00:00:00:00:02 00:50:22:8A:FB:AF 64 15:56:42.863580 ETHER-81-00 i =
22 00:00:00:00:00:03 - 00:50:22:8A: FB: AF 64 15:56:42.863586 | ETHER-81-00
23 00:00:00:00:00:03 00:50:22:84: FB: AF 64 15:56:42.863600  ETHER-81-00
24 00:00:00:00:00:04 00:50:22: 8A: FE: AF 64 15:56:42.863605 | ETHER-81-00
25| 00:00:00:00:00:01 00:50:22:84: FB: AF 64 15:56:42.863664  ETHER-81-00
26| 00:00:00:00:00:01 00:50:22:84: FB: AF 64 15:56:42.863677  ETHER-81-00
27| 00:00:00:00:00:01 00:50:22:8A: FE: AF 64 15:56:42.863682 ETHER-81-00
28| 00:00:00:00:00:01 00:50:22:84: FB: AF 64 15:56:42.863697 | ETHER-81-00
29| 00:00:00:00:00:01 00:50:22:84: FB: AF 64 15:56:42.863702 | ETHER-81-00
30| 00:00:00:00:00:01 00:50:22:8A: FB: AF 64 15:56:42.863708  ETHER-81-00
31| 00:00:00:00:00:01 00:50:22:84: FB: AF 64 15:56:42.863722 | ETHER-81-00
32 | 00:00:00:00:00:01 00:50:22:84: FB: AF 64 15:56:42.863728 | ETHER-81-00
33| 00:00:00:00:00:02 00:50:22:8A: FB: AF 64 15:56:42.863775  ETHER-81-00
34| 00:00:00:00:00:02 00:50:22:84: FB: AF 64 15:56:42.863787 | ETHER-81-00
35| 00:00:00:00:00:02 00:50:22:84: FB: AF 64 15:56:42.863792 | ETHER-81-00
36 | 00:00:00:00:00:02 00:50:22:8A: FB: AF 64 15:56:42.863799 ETHER-§1-00
37| 00:00:00:00:00:03 00:50:22:84: FB: AF 64 15:56:42.863814  ETHER-81-00
38| 00:00:00:00:00:03 00:50:22: 84: FB: AF 64 15:56:42.863819 | ETHER-81-00
39| 00:00:00:00:00:04 00:50:22:8A: FB: AF 64 15:56:42.863526 ETHER-§1-00
40 ' 00:00:00:00:00:01 00:50:22:84: FB: AF 64 15:56:42.863840 | ETHER-81-00 ]
S | %
Packets ANodes )\Pwlocols )\Summary )\Graphs )\Log }\Expert )\Peer Map )\Finers /
Idle @ Realtek RTL8139/810x Family Fast Ethemnet NIC = Packets: 121,200 Duration: 00:00:07
b3l 3 o Y A
essages: 41,024 | | @ 41,013 | @8 | Ao
| Date | Time | Message »
1202012008 135210 hitp:/f192.168.2.1/RJ45-Up_on jng from 1921682100
12029/2008  13:5210  http:/i192.168.2.1/RJ45-up_on jpg from 192.168.2.100
12/28/2008  13:52:10 hittp: £192.168.2.1/RJ45-up_on jpg from 192.168.2.100
1272972008 © 13:5210 hitp:/192.168.2.1/RJ45-up_on jpg from 192.168.2.100
1202912008 13:5214  http:/i192.168.2.1Adle htm from 192.168.2.100

£

For Help, press F1

8 Realtek RTL8139/810x Fanily Fast Ethernet NIC

*© EtherPeek NX
File Edit View Capture Send Monitor Tools Window Help
' bl 2V 200 H 5

S #2549

Packet:| 25| b D

¥ 802.1Q Virtual Bridged LAN

§ user priority:

>

W~ 802.10 Virtual Bridged LAN

§ user priority:

: 00 50 2z 8A FB AF 00 00 00 00 00 01 81
08 00 45 00 00 zA 00 00 00 00 01 06 17
0l 01 EO 00 01 18 16 00 08 E7 00 01 E2Z

: 00 00 00 00 00 00 SB F3 00 00 00 00 0O

@ user priority:

0o [E0]o1
0D CO A8
40 00 00
00 00 00

: 00 50 2Z 8A FB AF
: 08 00 45 00 00 24
: 01 03 EO 00 01 18
: 00 00 00 00 0O 00

00 00
00 00
16 00
5D 1F

00 00 00
00 00 01
08 E7 EO
00 00 00

: 00 S0
0g 00
: 01 0z

2z 8A FB
45 00 00
E0 00 01
00 00 00

AF 00 00 00 00 00 02
24 00 00 00 00 01 06
18 16 00 08 E7 EO 00
00 5D 20 00 00 00 00

: 00 S0 2z 8A FB AF 00 00 00 00 0O
: 08 00 45 00 00 24 00 00 00 00 Ol
: 01 04 EO 00 01 18 11 00 BO CC EO
: 00 00 00 00 00 OO0 BA 38 00 00 00

oof80jor A
04 CO &8
18 00 00
00 00 00

1%

o000

Messages: 41,024 |
| Date
1242912008
12/29/2008
12/29/2008
12/28/2008
12/29/2008

Time
13:5210
135210
13:52:10
135210
13:52:14

@ 1m3
Message
hitp:#192.168.2.1/RJ45-up_on jng from 1921682100

: hittp:/192.168.2.1/RJ45-up_on jpg from 192.168.2.100
hittp: /192,168 .2.1/RJ45-up_on jpg from 192.165.2.100
hitp:/192.168.2.1/RJ45-up_on jpg from 192.168.2.100

] hitp:/192.168.2 1 idle htm from 192.168.2.100

0s

22

i-‘or Help, pxeerl

') Realtek RTL3139/310x Fannily Fast Ethernet NIC

Etherpeek captures packets from port2-5. The ratio of VLAN priority 4~7 is 1:2:4:8.
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4.3 TOS/DSCP priority

WRE REE BRO IWREGW IAD HEO

Qtr-©Q-NRAG Pnedramme @ Q-2 @ - 3

D) | @) hitpi192.168.2.1/ v e EE >
1 2 3 4 5
5-Port 10/100Mbps Fast Ethernet Switch el e i
$ Ammisrtel Priority Classification
¥ Port Management
» VLAN
“ QoS Setting Priority Classification

O Disable
O Port based priority
OVLAN Tag priority

9 Priority Classification
9 Queue Scheduling
de

© Port-Based Priority © TOS/DSCP Priority
@ VLAN Tag Priority OTCP/UDP Priority
@ TOS/DSCP Priority Submit

2 TCP/UDP Priority

% Security Filter

* Configuration BackupRes

¥ Miscellaneous

% Logout

8] R © R

Select “TOS/DSCP priority” and press “Submit” button.

WRO #EE HWRO FOREQ IAD HHO i

Qr7-O RNEG Pne framme @ -5 @-UE 3

D) [ &) hitp1192.168.2.17 v D E EE >

1 2 3 4 5
5-Port 10/100Mbps Fast Ethernet Switch ma e

# Administrator

% Port Management
¥ VLAN

QoS Setting

Priority Mode

Priority Mode

@ Priority Classification

O Strictly Priority Q3 _sp a2 sp a1_sp Q0 sp
e Mode I3 Weight-Round-Robin. a3 weight|! ¥ 2 weight* ¥] 1 weight[2 ¥] Q0 weight|l V]|
S PortBased Priority |]

@ WLAN Tag Priority =
@ TOS/DSCP Priority

@ TCP/UDP Priority

& Security Filter

* Configuration BackupRes

# Miscellaneous
» Logout

&= © B

Select “weight-round-robin” and set Q3=8, Q2=4, Q1=2, Q0=1. Then press “Submit’
button.
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5 SmartSwitch Web-Base Controller - Microsoft Internet Explorer

BEE RKEEO HRO FHBEBQW IAD HEO® o
Q- © KRG P yeamsz @ R-2 W-JE B
FUED) @] hp192.1682.17 v B BE Ewm >
5-Port 10/100Mbps Fast Ethernet Switch
= A Qos TOS/DSCP Priority
# Port Management
¥ VLAN
$ QoS Setting PS. The functions will work only if the selection of "TOS/DSCP priority" in the webpage - Priority Classification is selected.
@ Priority Classification TOS/DSCP No. Queue No.
a nge Scheduling ‘»7" ‘ "i
9 Port-Based Priority [ﬁhm
@ WLAN Tag Priority
@ TOS/DSCP Priority
2 TCP/UDP Priority
* Security Filter
* Configuration BackupRes
% Miscellaneous TOS/DSCP Gueue No. TOS/DSCP Queue No. TOS/DSCP Queue No. TOS/DSCP Qiiete No.
% Logont No. No. No. No.
0 Queuel 16 Queuel 32 Quenel 48 Queue3
1 Queueld 17 Queued 33 Queue 49 Queuel
2 Queue 18 Queue3 34 Queue3 50 Queued
3 Queueld 19 Queuel 35 Quenel 51 Queuel
4 Queue3 20 Queued 36 Queuel 52 Queuel
5 Queue2 21 Queuel 37 Queuel 53 Queuel
6 Queuel 22 Queued 38 Queue 54 Quenel
17 Queuel 23 Queuel 39 Queuel 55 Queued
8 Queued 24 Queued 40 Queuel 56 Queue3
9 Queuel 25 Queued 41 Queue 57 Queuel
10 Queue3 26 Queue3 42 Quenel 58 Quenel
11 Queuel 27 Queued 43 Queue 59 Queuel
[ | o 12 Queue 28 Queuel 44 Queuel 60 QueueQ p-]
&) (Rek 1 EEE ) EAE TEEN htp:/192.168.2.1/RM45-up_onjpg... © ARk

Set DSCP 7 - queue0, DSCP 6 - queue1, DSCP 5 - queue2 and DSCP 4 - queue3.

b

30 SX-7410 32 SX-7410

PC  192168.11 192.168.1.3
Web console DSCP=7 31 SX-7410 DSCP=4 33 SX-7410
192.168.1.2 192.168.1.4
DSCP=6 DSCP=5

Port2-5 forward unicast packets with 64byte length to port1.
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EtherPeek NX - [Capture 1]

ﬁEi]e Edit ¥iew Capture Send Monitor Tools Window Help
D-B-HE “Wag d s 200H >

Packets received: |

TA0ES0 Memory usage: 1 |

Packets filtered: | 190,650 ||

Filter state:| = | Accept all packets

Start Capture

= = EETIEEE R -
Packet | Source Destination Flags
10547  IP-192.1658.1.4 IP-224.0.1.24
105438 ' IP-192.168.1.2 IP-224.0.1.24
10549 ' IP-192.168.1.2 IP-224.0.1.24
10550 _IP-192.168.1.1 IP-224.0.1.24
10551} IP-192.168.1.3 IP-224.0.1.24
10552} IP-192.168.1.3 IP-224.0.1.24
10553} IP-192.168.1.3 IP-224.0.1.24
10554} IP-192.168.1.3 IP-224.0.1.24
10555} IP-192.168.1.3 IP-224.0.1.24
10556} IP-192.168.1.3 IP-224.0.1.24
10557} IP-192.168.1.3 IP-224.0.1.24
10558} IP-192.168.1.3 IP-224.0.1.24
10559} IP-192.168.1.4 IP-224.0.1.24
10560} IP-192.168.1.4 IP-224.0.1.24
10561} IP-192.165.1.4 IP-224.0.1.24
10562} IP-192.168.1.4 IP-224.0.1.24
10563} IP-192.168.1.2 IP-224.0.1.24
10564} IP-192.168.1.2 IP-224.0.1.24
10565f IP-192.168.1.1 IP-224.0.1.24
10566 | IP-192.168.1.3 IP-224.0.1.24

Size

Absolute Time | Protocol
64 10:40:52.300199 ' TCP
64 10:40:52.300204 ' TCP
64 10:40:52.300209 ' TCP
64 10:40:52.300213 ' TCP
64 10:40:52.300243 ' TCP
64 10:40:52.300248 @ TCP
64 10:40:52.300252 ' TCP
64 10:40:52.300257 ' TCP
64 10:40:52.300262 @ TCP
64 10:40:52.300266 @ TCP
64 10:40:52.300271 @ TCP
64 10:40:52.300276 @ TCP
64 10:40:52.300329 ' TCP
64 10:40:52.300341 ' TCP
64 10:40:52.300346 ' TCP
64 10:40:52.300351 ' TCP
64 10:40:52.300356 @ TCP
64 10:40:52.300361 ' TCP
64 10:40:52.300365  TCP
64 10:40:52.300371 @ TCP

<
‘\ Packets A Nodes )\Protocnls I?\Summﬁlry }\ Graphs }\ Log )\Expert )\Peer Map )\ Fiters /

Idle 55 Realtek RTLS139/510x Fanily Fast Ethernet NIC | Packets: 190,650 Duration: 00:00:05
A Messages: 41,166] | €@ 41,155 @5 | Ao
Date | Time | Message - [
@ 125302008 10:3823 hitp:if192.168.2.1/RJ45-up_on jng from 192.168.2.100
© 12502008 10:38:23 itp:/132.168 2.1/RI45-up_on jog from 192.168.2100
@ 12502008 10:38:23 itp:/132.168.2.1/RI45-up_on jog from 192.168.2100
@ 127302008 10:3823 hitp:i192.168.2.1/RJ45-up_on ng from 192.168.2.100
@ 127500008 103823 hitp/192.168.2.1flle htm from 192.168.2.100 =

For Help, press F1

EtherPeek NX -

File Edit View Capture Send Monitor Tools Window Help
O-F-LHE W=ae o V200

E Realtek R TL8139/310x Family Fast Ethernet NIC

|| Packet: 10563 b O
= Tr|'rype of Service: $00010000] =] ¥ |Type of Service:

) 000 ... | ) ‘

500011000
000.

: 00 S0 Zz 24 FB AF 00 00
: 00 ZE 00 00 00 00 01 08
: 01 12 16 00 08 E7 EO 00
: 00 00 SD 1B 00 00 00 00

00 00 00 03 08 00
16 F7 CO A8 01 03
0l 18 00 00 00 00
00 00 00 00 00 00

= ?ﬁme of Service:

$00010100]

9

000.

00 S0 2z 8A FB AF 00 00 00 00 00 02
: 00 ZE 00 00 00 00 Ol 06 16 FO CO A8
0l 18 16 00 08 E7 EO 00 01 18 00 00
00 00 5D 1C 00 00 00 00 00 00 00 00

BRg - of service: _-oo0iiioo]

'ype of Servic £00
@

000.

: 00 S0 2z 28A FB AF 00
: 00 ZE 00 00 00 00 Ol
: 01 18 11 00 BO CC EO
: 00 00 BA 34 00 00 00

00
06
0o
00

00 00
16 Fz
01 18
00 00

00 04 08
CO A3 01
00 00 00
00 00 00

04
oo
oo

50 zz 3A
ZE 00 00
12 16 00
00 SB F4

FE
)
0g
0o

AF 00 00 00 00 00 01
00 01 06 16 ED CO A8
E7 00 01 EZ 40 00 00
00 00 00 00 00 00 00

01 01 EO 00
00 00 00 00
00 00 00 00

S {Messages: 41,166 | | €@|41,155 | @|s | Ao
Date | Time Message -
12/30/2008 & 10:38:23 http:/i192.168.2.1/RJ45-up_on jpg from 192.168.2.100 3
12/30/2008 & 10:38:23 hitp: £1192.168.2.1/RJ45-up_on jpg from 192.168.2.100
1203072008 10:38:23  hitp:ii192.168.2.1/RJ45-up_on jpg from 192.168.2.100
12/30/2008 & 10:38:23 hitp:#192.168.2.1/RJ45-up_on jpg from 192.168.2.100
12/30/2008 & 10:38:23

hitp: £1192.168.2.14dle htm from 192.168.2.100 =
v

For Help, press F1

E3) Realtek RTL8139/810x Family Fast Ethernet NIC

Etherpeek captures packets from port2-5. The ratio of DSCP 4~7 is 8:4:2:1.
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4.4 TCP/UDP priority

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer
WRE KEE WRAY HEHSEQ IAD HE®

Qtx-© ¥ [

N Pus JosmbE € (- @ -

D) | &) htp1192.168.2.17

# Administrator

¥ Port Management
# VLAN

% QoS Setting

@ Priority Classification

Queue Scheduling
e

Port-Based Priority
VLAN Tag Priority
TOS/DSCP Priority
TCPIUDP Priority

* Security Fitter

* Configuration BackupRes
& Miscellaneous

* Logout

O

5-Port 10/10

net S

ps Fast Et

Priority Classification

1
(]

v BE EE >

2 3 4 5
@@ @

Priority Classification

O Disable
O Port based priority
OVLAN Tag priority
O TOS/DSCP Priority

@ TCP/UDP Priority

Submit

O R

Select “TCP/UDP priority” and press “Submit” button.

BRO HEE WA HOBEQ TAD HHEO i
Q+E-© ¥ A% Pue Joamsz & -

#ED) | &) hitp:#192.168.2.17

# Administrator

% Port Management
¥ VLAN

QoS Setting

@ Priority Classification

Queue Scheduling
3

Port-Based Priority
WLAN Tag Priority
TOS/DSCP Priority
TCP/UDP Priority

# Security Fitter

* Configuration BackupRes

# Miscellaneous
» Logout

Priority Mode

B2 EE

Priority Mode

Mode O Strictly Priority Q3 sP

Q2 SP Q1 _SP Q0 sP

|®Weight—Round-Robin. Q3 weight 8 v

Q2 weight/! v Q1 weight2 ¥/ Q0 weight I v]|

[Uee]

© IR

Select “weight-round-robin” and set Q3=8, Q2=4, Q1=2, Q0=1. Then press “Submit’

button.
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2} SmariSwitch Web-Base Controller - Microsoft Internet Explorer

WEEO ®EEO WRO HISRBW IAD N
Q:%- O RNEG One Loz @25 5-UK B
D) | €] npin1921682.17 v| B pE EE >
1 2 5 4
. B @ @ @
5-Port 10/100Mbps Fast Ethernet Switch
~
“ Administrat . s
kot Qos TCP/UDP Priority
¥ Port Management
# VLAN : 3 y " 51 g TR
% QoS Setting PS. The functions will work only if the selection of "TCP/UDP priority" in the webpage - Priority Classification is selected.
@ Priority Classification Logical Port Type
@ az:zE Scheduling O Disable
o PortBassd Priotly O Source Logical Port
@ YLAN Tag Priority © Destination Logical Port
@ TOSIDSCP Priority ® Source or Destination Logical Port
9 TCP/UDF Priority Submit
* Security Filter
> C i = =
Pre-defined Logical Port Number
> Mi =
Entry Enable Logical Port Number(Hex) Queue No.
¥ Logout
0 Enable v [oot6 | Quened v |
1 Enable | [otes | Quevel v
2 [Enable v [oa3d Quevel v |
3 Enable v 1770 Queved v
User-defined Logical Port Range
Entry Enable Low_Number(Hex) High_number(Hex) Queue No.
0 Enable v 017 o017 ] Quenel v
1 Enable 16at leat | Quevel v
Subit
=) v
@EI{EE%}EE}mp.f.’lQZ.1GBYZvIch/QosTcpri.cgi?TY"“ &PreEn=1 &Prell 0016&PreQu=1&PreE: 1bb&PreQu=7&PreEn=5&F [\ ] © R

Set pre-defined logical port0 - queue0, pre-defined logical port1 > queue1, pre-defined
logical port2 - queue2 and pre-defined logical port3 > queue3.

ot

30 SX-7410 32 SX-7410
PC 19216811 192.168.1.3
Web console des=6000 31 SX-7410 des=443 33 SX-7410
192.168.12 192.168.1.4
des=3389 des=22

Port2-5 forward unicast packets with 64bye length to port1.
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‘S EtherPeek NX - [Capture 1] =]

&

Q File Edit View Capture Send Monitor Tools Window Help - a8 X
D-r2-le WoaE b s v 260M0H >
| Packets received: | 58,344 | Memory usage:| 31% RN
| Packets filtered: | 58,3714 i Filzr st:ﬂe: - ccep@il] El{ets ‘\ | Skt Coplurs
FERIEEER Y.
Packet | Source | Destination Flags Size Absolute Time | Protocol Summary A
529  IP-192.168.1.2 IP-224.0.1.24 64 14:54:17.465287 | TCP H 56 -
530  IP-192.168.1.3 IP-224.0.1.24 64 14:54:17.465297 | HTTPS 6
531 IP-192.168.1.3 IP-224.0.1.24 i 64 14:54:17.465301  HITPS
532  IP-192.168.1.4 IP-224.0.1.24 64 14:54:17.465306 @ 55H
533 | IP-192.168.1.1 IP-224.0.1.24 i 64: 14:54:17.465310 @ X-Windows
534| IP-192.168.1.1 IP-224.0.1.24 64 14:54:17.465314  X-Uindows
535| IP-192.168.1.1 IP-224.0.1.24 64 14:54:17.465318  X-Uindows
536 | IP-192.168.1.1 IP-224.0.1.24 i 64 14:54:17.465322  X-Windows
537 | IP-192.168.1.1 IP-224.0.1.24 64 14:54:17.465361 @ X-Uindows
538 | IP-192.168.1.1 IP-224.0.1.24 i 64: 14:54:17.465365 @ X-Windows
539 | IP-192.168.1.1 IP-224.0.1.24 64 14:54:17.465369 ' X-Windows
540 | IP-192.168.1.1 IP-224.0.1.24 64 14:54:17.465373  X-Windows
541 | IP-192.168.1.2 IP-224.0.1.24 i 64 14:54:17.465378  TCP
542 | IP-192.168.1.2 IP-224.0.1.24 64 14:54:17.465382 ' TCP
543 | IP-192.168.1.2 IP-224.0.1.24 64 14:54:17.465386 @ TCP
544 | IP-192.168.1.2 IP-224.0.1.24 64 14:54:17.465390 @ TCP
545 | IP-192.168.1.3 IP-224.0.1.24 64 14:54:17.465427  HTTPS
546 | IP-192.168.1.3 IP-224.0.1.24 i 64 14:54:17.465431  HITPS
547 | IP-192.1658.1.4 IP-224.0.1.24 64 14:54:17.465436 & 55H
548  IP-192.168.1.1 IP-224.0.1.24 64: 14:54:17.465440 @ X-Windows
< | >
Packets ANodes )\F’rotocols )\Summary )\Graphs )\Log )\Expert )\Peer Map )\Finers /
Idle B3 Realtek RTL8139/810x Family Fast Ethernet NIC - Packets: 58,344 Duration: 00:00:07
M Messages: 41263 | | @|41,252 |@|s | Ao
| Date | Time Message e
0, 12/30/2008  14:52:50 hitp:£192.168.2.1/RJ45-up_on jpg from 192.168.2.100
o (1203012008  14:52:50  hitp/i192.168.2.1/RJ45-up_on jpg from 192.168.2.100
o + 12/30£2008 © 14:52:50 hitp:/192.168.2.1/RJ45-up_on jpg from 192.168.2.100
o, 12/30/2008  14:52:50 hitp:/192.168.2.1/RJ45-up_on jpg from 192.168.2.100
o 12/30/2008  14:52:50 hitpi#192.168.2.14dle htm from 192.168.2.100 3

For Help, press FL ' B Realtsk RTL3139/310x Fonily Fast Ethernet NIC

=)

‘S EtherPeek NX €]
File Edit View Capture Send Monitor Tools Window Help

D-B-UE W=EaE o6 sV 200EM

] 535§ X0 7 || Packet:|
§ Source Port: 5632 pcanywherestat 4 § Source Port: 5632 pcenywherestat
() Il‘lestinat.ion Port: GODDI v 5} Il!est:i.nat;i.on Port: 443 https
1 > ‘

1 00 S0 2z SA FB AF 00 00 00 00 00 OL 08 00 45 1C 1 00 50 22 SA FB AF 00 00 00 00 00 00 45 10
: 00 ZE 00 00 00 00 Ol 06 16 ED CO 48 0L Ol EO 00 : 00 2E 00 00 00 00 01 06 16 F7 CO 03 E0 00
40 00 00 00 00 00 00 : 01 18 16 0001 BE [0 00 01 18 00 00 00 00
00 00 00 00 00 00 00 00 00 64 47 00 00 00 00 00 00 00 00 00 00

Packet: s b O ) || Packet: 547| <1
@ Source Port: pecanywherestat I § Source Port:
anestinat:i.on Port: ns—wbt—sez'verl v [V} Destination Port:

: 00 50 2z 8A FB AF 00 00 00 00 00 0Z 08 00 45 : 00 50 2z 8A FB AF 00 00 00 00 00 00 45 14
: 00 ZE 00 00 00 00 01 06 16 FO CO A8 01 0Z EO 3 : 00 ZE 00 00 00 00 01 06 16 Fz CO 04 EO 00
0l 18 16 00 01 18 00 00 00 00 0O : 01 18 11 00|00 16|ED 00 01 18 00 00 00 00
00 00 00 00 00 00 00 00 : 00 00 64 EB 00 00 00 00 00 00 00 00 00 0O

X e csages: 41,.263| | @|91,252 |@|s
| Date | Time Message e
@ 127302008 14:5250 hitp:192.168.2.1/RJ45-Up_on jog from 1921682100
o (1203012008  14:52:50  hitp/i192.168.2.1/RJ45-up_on jpg from 192.168.2.100
E o + 12/30£2008 © 14:52:50 hittp:/1192.168.2.1/RJ45-up_on jpg from 192.168.2.100
€© 125302008 14:52:50 http:#192.168.2.1/RJ45-up_on jpg from 192.168.2.100
o 12/30/2008  14:52:50 hitpi#192.168.2.14dle htm from 192.168.2.100 3

For Help, press FL ' B Realtsk RTLB139/310x Fonily Fast Ethernet NIC

Etherpeek captures packets of port2-5. The ratio of pre-defined logical port0-3 is 1:2:4:8.
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5 Security Filter

5.1 MAC ID filter
This page is used to drop packets with specific SMAC or DMAC address. The MAC ID

filter is only for unicast MAC address.

5 SmartSwitch Web-Base Controller - Microsoft Internet Explorer m@@
v
%

WRE KEE BRO FHEEQ IAD HEE

Qrx - ©Q-XEG Om fomnx @ -2 u-JE 3

B [ &) nip192 168 2.1/ v Qs EE
1 2 3 4 5
5-Port 10/100Mbps Fast Ethernet Switch sl el
¥ Adminsirator MAC ID Filter
# Port Management
¥ VLAN
% QoS Setting 0] “ [Tl T el el Tl | ” \ B
- Security Filter
a | mac D Fitter|
@ Firewall
¥ Configuration BackupRes
& Miscellaneous NO. MAC Address Enable
% Logout 0 S e R
1
2
3
4 o
(St

Note: The filter is only for unicast MAC Address. If the DA or S$4 is equal to the MAC Address, it will be dropped.

&] TR © B
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3 SmariSwitch Web-Base Controller - Microsoft Internet Explorer EEX
2
“

BREE REE BRO HIWBBQL IAD A
QtF - © KRG Pus deavrze @ Q-2 w-JE B
8 hitp:#/192.168.2.17 VIR Bz ww >
1 2 3 4 S5
. BB & 3 @
5-Port 10/100Mbps Fast Ethernet Switch
> ini .
S MAC ID Filter
¥ Port Management -
 VLAN
% QoS Setting 0w H [0 ][00 | oo ]: 00 ]: [o0 | H [Enabie v
<+ Security Filter Update
@ MACID Filter
@ Firewall
¥ Configuration Backup/Res
 Miscellaneous NO. Enable
% Logout 0 s
1
2
3
1 _
[ Clear All ]
Note: The filter is only for unicast MAC Address. If the DA or SA is equal to the MAC Address, it will be dropped.
=
FED Y

Fill in the blanks with “00:00:00:00:00:01” and select “enable”.

'a SmartSwitch Web-Base Controller - Microsoft Internet Explorer
BRE ®EE WRO ZHEEQW ITAD AW

O+ %-O HNRAG Pus Jeamsz @ -5 w-JE B

HBAED) | &) hitp:1192.168.2.1¢

1 2 3 4 5
E 3 @ @ @

5-Port 10/100Mbps Fast Ethernet Switch

Lt MAC ID Filter

¥ Port Management §

¥ VLAN — - —

% QoS Setting [0v] H [ Tl BT el Tel T 1 ” l b
# Security Filter Update

& Configuration Backup/Res
“ Miscellaneous
¥ Logout

NO. MAC Address Enable
0 Enable
1 a2
2
3
4

Note: The filter is only for unicast MAC Address. If the DA or SA is equal to the MAC Address, it will be dropped.

Press “Update” button to take effect.
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ATCA05

P1| | P2|| P3| | P4|| PS5

f

30 SX-7410 32 SX-7410
PC

SA=01 SA=03
'Web console 31 SX-7410 33 SX-7410
SA=02 SA=04

The SmartBits transmits packets with SMAC=00:00:00:00:00:01 to port2.

martWindow - testl .pxf

Transmi -~
e 0 Sl ielteiiel =~
Triager, o oleo|lo|c|lo|B
Collision G
Receive
Crc Error < e [Red jfod R (fe; B
Mode -+ Half| Half| Half| Half Half| Half| Half| Full| Fuli| O
Speed-+ e e 18 18 e 16| 18 e see |
__Link» ANO| P
Card Tupe 7410/ 7410| 7410, 7410 7410|7410 7410/ 7710/ 7710
26 27 36 (37 |38 |39 [\40 | #2
Smartails. ] il A7 I IR I W e
I Start| Start|

[OnLine [IP=192.168.008.042 Port=16385

®a SmariCounters - [Port Counters for 4 ports - (untitled)*]

C& File Edit Tree Actions Selection View Format Window Help -8 X
mEEHAE SRR a4 N =2 1EH BR800 6
All Ports Events Events Events Events A
30SX-7410 31 SX-7410) 32 5X-7410 33 5%-7410 =
Tx Frames 10,000 0 0 a
40ML-7710 R« Frames 0 0 0 0
Rx Bytes 0 0 0 0
R« Triggers 0 0 0 0
Collisions 0 0 0 0
CRC Erors 0 0 0 0
Alignment Errors 0 0 0 0
OverSize 0 a 0 0
Frag/UnderSize 0 0 0 0
v
&2 | >
Counters for 4 ports Events Only Detail View  Updating

Port2 of ATC-405 drops these packets.
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5.2 Firewall
This page provides the user to filter specific traffic or forward packets by bandwidth control.
If incoming packets match a predefined entry, the corresponding action is performed. It is
possible to match multiple entries for an incoming packet and then the first matching entry
is effective.

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer (=113
=
i

BEE RKEE HRO FHBEQW IAD HEO
Q- O NRAG P dromz @ -2 w-J@d 3
BAED) | €] npi192.168.2.1/ v BBz >
1 2 3 4 5
: B @ @
5-Port 10/100Mbps Fast Ethernet Switch
“ Administrator Fi I'ewal I
¥ Port Management
¥ VLAN
% QoS Setting
- Security Filter Bandwidth(0~3124)
Entry|| Action Source IP Destination IP TCP/UDP || Source logical Port num
@ MAC ID Filter 0 for 100Mbps
@ Firewall — = > = -
e i [ ] 2l [ Jssawps L 1L _L.L LL IJC 1. IL 1L J[ [ ® | 065535
* Miscellaneous [ Subrat |
# Logout Clear entry Ii‘i
it Source/Start|Destination/End||
Entry Action |Bandwidth||IP Mode Soul(i;ISlan Desnnalt;onlEnd TCP/UDP T(i:(l)g:)l’ logical Port| logical Port
num num
1 100Mbps
2 100Mbps
3 100Mbps
4 100Mbps
5 100Mbps
6 100Mbps
s 100Mbps
= >
&] TR © FREE
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Filter

) SmartSwitch Web-Base Controller - Microsoft Internet Explorer

BEE RKEE HRO FHBEQW IAD HEO
Q:r - O REG Om fmex @35 5-LJK 3
D) | ] http4192.1682.1¢ v| B ixE EE >
1 2 3 4 5
: B @ @
5-Port 10/100Mbps Fast Ethernet Switch
“ Administrator Fi I'ewal I
¥ Port Management
¥ VLAN
% Qos Setting
- Security Filter Bandwidth(0~3124)
Entry|| Action Source IP Destination IP TCP/UDP || Source logical Port num
@ MAC ID Filter 0 for 100Mbps
@ Firewall = = = — — e —— — — —————— —
e Ul |fre [ [ Jxsokbps ] L L C L L L J][[ooe o] [ oo Jo~ess35
* Miscellaneous [ Subrat |
# Logout Clear entry l;i
it Source/Start|Destination/End||
Entry Action |Bandwidth||IP Mode Soux(i;ISlan Desnnalt;onfEnd TCP/UDP T(izg:)l’ logical Port| logical Port
num num
1 100Mbps = = s =
2 100Mbps - 5 - - -
3 100Mbps - - - - -
4 100Mbps — = 3 = =
5 100Mbps - - - - -
6 100Mbps = S erey = = = X
7 100Mbps - S R — — — -
= >
.@ FERL © FREE

Fill in the blank of source logical port number of entry1 with 10000 and filter UDP packets.

Then press “Submit” button.
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/3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer FEX
0
i

WRE KEE ®BRO FHRFQW IAD HEO
Ot -Q HRAG Pus Joawve @ -5 w-[JE B
éﬁ&@\mwwz 168.2.1/ v B BE EE >
1 2 3 4 5
p B @ @ @
5-Port 10/100Mbps Fast Ethernet Switch
# Administrator F i rewa"
¥ Port Management
# VLAN
% QoS Setting
- Security Filter Bandwidth(0~3124)
Entry| Action Source IP Destination IP TCP/UDP || Source logical Port num
@ MAC ID Filter 0 for 100Mbps
@ Firewall =
Y i (L] | A [ Jwsabes [ 1L 1. 1L L 1L 1L 1L I [ # | 065535
> Miscellaneous Submit
# Logout Clear entry 7:]
0 Source/Start||Destination/End!
Entry Action |Bandwidth|[IP Mode Sour(;;lSlan Deshna[t;onlEnd TCP/UDP T(i:igl)l, logical Port| logical Port
num num
1 Filter 100Mbps S — — UDP Fix 10000
2 100Mbps
3 100Mbps
4 100Mbps
5 100Mbps
6 100Mbps
7 100Mbps
D= >
& %R © FEERiERE

After updating, the status of entry1 is updated.

ATCA05

P1|| P2| | P3| | P4|| PS5

30 SX-7410 32 SX-7410
PC

SA=01 SA=03
'Web console 31 SX-7410 33 SX-7410
SA=02 SA=04
source=10000

The SmartBits transmits packets with source logical port number=10000 to port5.
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E% SmartWindow - testl prf

File Edit Actons Optons Tests Admin
Tl o ol ol o 0| o| @

Status 2

Trigger

e olo|o|o|e|e|e
6]
4-v

Fleeeinieoo

)
)
)
)

32 0 0 ©

il

7410/ 7410

Made +| Half| Half| Half| Half| Half| Half| Half
06| e 18 18| 16

7

I

Single Burst

®a SmartCounters - [Port Counters for 4 ports - (untitled)*] |
& File Edit Tree Actions Selection View Format Window Help - 8 X

mEEHAE R a4 N 218 BBMO
All Ports Events = Events = Events Events | | .
305X-7410 31 SX-7410 32 SX-7410 33 SX-7410. =

3| T« Frames
40 ML-7710 Rx Frames
Rx Bytes
R= Triggers
Collisions
CRC Erors
Alignment Errors
OverSize
Frag/UnderSize

10,000

oo oooloocolo
ooooojlooolo

0
0
0
0
a
0
0
0
0

oo ooooo

! v
<) %
Counters for 4 ports [Events Only ﬁ)_egil_\'iew r[fﬁaaﬁng /‘

Port5 of ATC-405 drops these packets.
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Bandwidth

/3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer X

HWEE KEE® HRO HHBEEFW IAD FHEO o w
Ora-Q - WEAG Pus Jeomez @ -5 @ -[JK B
D) | &) hitpi192.168 2.1/ - N
1 2
: B @
5-Port 10/100Mbps Fast Ethernet Switch
# Administrator Firewall
¥ Port Management
¥ VLAN
% QoS Setting
- Security Filter Bandwidth(0~3124)
i Entry| Action Source IP Destination IP TCP/UDP || Source logical Port num|
s Der 0 for 100Mbps
@ Firewall - —— e —
% Configuration BackupRes | |27 ||| Bendvidh v 2 Txz2kbps C 1.0 0.0 .0 T (il |.[tes Lo [fio J] [ \ |0~65535
¥ Miscellaneous Subrait
# LogaK Clear entry ‘7‘;‘
S Source/Start|Destination/End||
Entry Action ||Bandwidth| IP Mode Soun;;lstan Desunaltll)onll-:nd TCP/UDP T(;:(IEBP logical Port| logical Port
num num
1 Filter 100Mbps - - UDP Fix 10000 e
2 100Mbps - s = - N
3 100Mbps = s o -
4 100Mbps == 2 2 o 2z
5 100Mbps i = = =
6 100Mbps B R R o = = A
% 100Mbps - P — [ - — — —
BES £
158 © BEER

Fill in the blank of destination IP of entry2 with 192.168.10.10 and bandwidth with 100.
Then press “Submit” button.
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A SmariSwitch Web-Base Controller - Microsoft Internet Explorer
#REE KEE HRO ROREQW IAD HEO «

Qrr-© KRG Pus Jenvsz @ -2 W - B

D) | €] hip192.168.2.17 v P BE Ew >

1 2 3 4 5
| 5-Port 10/100Mbps Fast Ethernet Switch il |
“ Administrator Fi I‘ewal I
¥ Port Management
» VLAN
¥oos i
- Security Filter Bandwidth(0~3124)
Entry|| Action Source IP Destination IP TCP/UDP || Source logical Port num
@ MAC ID Filter 0 for 100Mbps
e (M8 [ Jeawes L LL L L IC TCIC JCJJC B [ Jo-esss
» Miscellaneous [ Submit |
# Logout Clear entry \71
S Source/Start|Destination/End||
Entry Action ||Bandwidth| IP Mode Soun;;lstan Desunaltll)onlEnd TCP/UDP Tﬁﬁ? logical Port| logical Port
num num
1 Filter 100Mbps - —— —— UDP Fix 10000
2 Bandwidth || 3.200Mbps Fix —emmemimm- || 192.168.10.10
3 100Mbps = =
4 100Mbps
5 100Mbps
6 100Mbps
5 100Mbps
oz >
© FREE

_@mz

After updating, the status of entry2 is updated.

ATCA05

P1|| P2| | P3| | P4|| PS5

—

30 SX-7410 32 SX-7410
PC SA=01 SA=03
‘Web console 315X-7410 DIP=192.168.10.10 33 SX-7410
SA=02 SA=04

The SmartBits transmits broadcast packets with destination IP=192.168.10.10 to port4.
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&% SmartWindow - testl.prf

File Edit Actions Options

Transmil
Status

Burszt St @ Bur

len: 60, MAC: fffitffifff< 000000000022,0000

[DnLine (IP=192.168.008.042 Port=16385

&% SmartCounters - [Port Counters for 4 ports - (untitled)*]
A File Edit Tree Actions Selection View Format Window Help

N |(|HI:

mEEHAE F R & § 8

B IE BEMO

All Ports Rates  Rates Rates ~ Rates “~
305%-7410 31 5X-7410 32 5X-7410 33 5X-7410 =
Tx Frames 0 01482808 a
40ML-7710 R Frames 6,625 6624 1) 6,625
Rx Bytes 424023 424028 0 424029
R Triggers 0 0 0 o
Collisions 0 0 o 0
CRC Errors 0 0 0 I
Alignment Errors 0 a 1} 0
OverSize 0 0 0 1}
Frag/UnderSize 0 0 0 0
| &
<4 () >
Counters for 4 ports }irRates Only Detadl View  Updating //‘l

The RX bytes filed of 30~33-SX-7410 is about 424029 bytes. It is close to 3.2Mbps.
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Clear Entry

SmartSwitch Web-Base Controller - Microsoft Internet Explorer

WRE RKEE BRO FOSEEQ IAD HEE

Otrx-Q HRAG P

“ Administrator Fi I'ewal I
¥ Port Management
¥ VLAN
* oS Setting
-/ Security Filter Bandwidth(0~3124)
Entry|| Action Source IP Destination IP TCP/UDP || Source logical Port num
@ MAC ID Filter 0 for 100Mbps
it (L] [ Al [ Jesowes (L IO O I LI ™ | |o-65535
¥ Miscellaneous [ Subrit ]
¥ Logout Clear emry' L‘L
it Source/Start|Destination/End||
Entry Action |Bandwidth||IP Mode Soul(i;ISlan Desnnalt;onlEnd TCP/UDP T(izgi)l’ logical Port| logical Port
num num

1 Filter 100Mbps = S E— — UDP Fix 10000 i

2 Bandwidth || 3.200Mbps | Fix i || 192.168.10.10 — - - _—

3 100Mbps - == e = =

4 100Mbps - - = 2z -

5 100Mbps - 7= o=n 22 2

6 100Mbps - o = s 2

T 100Mbps - — — — —

o= >

&1 %8 © R

Select entry1 and click “Clear” button.

) SmartSwitch Web-Base Controller - Microsoft Internet Explorer B@|®
n
oy

BRE KEEO BRO JHREGW IAD JHE®
Otra-© HRE® Pus Jransz @ -2 w-[JE B
D) | €] htp:192.1682.17 v B irE Em >
5-Port 10/100Mbps Fast Ethernet Switch
“ Administrator Firewall
¥ Port Management -
¥ VLAN
% QoS Setting Change to Range mode
-+ Security Filter Bandwidth{0~3124)
Entry| Action Source IP Destination IP TCP/UDP || Source logical Port num
@ MACID Filter 0 for 100Mbps
@ Firewall — = ——r——— —— ——— — —
Y i [ ] o [ Jwsewees [ L[ J.[ 1. LI I 1 v [ 065535
¥ Miscellaneous [ Subrnit ]
% Logout Clear entry \;ﬂ
o Source/Start|{Destination/End!
Entry Action |Bandwidth| IP Mode Sounﬁ’IStaﬂ Destlnall;onlEnd TCP/UDP T(;:ig:)? logical Port|| logical Port
num num
1 100Mbps i T _— - o -
2 Bandwidth || 3.200Mbps Fix — 192.168.10.10 i = e =
3 100Mbps - e s - -—- = ==
4 100Mbps = = e = =
5 100Mbps - sz e == e
6 100Mbps =3 = =
% 100Mbps = — - - —
&= | >
&] R © AR

The status of entry1 is cleared.
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6 Configuration Backup/Recovery

This function provides the user with a method to backup/recovery the switch configuration.
The user can save configuration file to specified path. If the user wants to recover the
original configuration, which is saved at the specified path, entering the password and

then pressing the “upload” button could recover the original configuration.

A SmartSwitch Web-Base Controller - Microsoft Internet Explorer
WEE KEE HRO BOSEQW IAD ¥ u

Q- © KNRA®G Pus Jeawsz @ R- 2 W - B

HBIED) €] hip192.1682.11 v BE Ew >

‘ 5-Port 10/100Mbps Fast Ethernet Switch

# Administrator Configuration Backup/Recovery
* Port
¥ VLAN Backup(Switch—+PC)
% QoS Setting
% Security Filter Please check "Download" to download EEPROM contents.
* Configuration BackupRes
# Miscellaneous
¥ Logout .
Recovery(PC—Switch)
Select the image file :
Password: b Updlate
o
&% © s

The contents of the EEPROM can be saved to specific path, and press “Download”

e e AR e S Y A R

button.

.“ £#: downbin
~e $88Y: VLC media file (bin) * 200 KB
F8: 19216821

[(EEO |[ &= | [ &E |

HER BiiF R AME R I a2 R HAY * (AR R AR A
@ AEE R - MRTEERRIR © FHEFEEE
TFsfElies - BitEEkaEk"?

The default name of download file is down.bin.
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HEO WO R0 HHREQ IAD HEO
Ot7- Q- -HREG PueJroonz @ -5 - [,

3 SmariSwitch Web-Base Controller - Microsoft Internet Explorer (=113
=
i

BAED) | €] npi192.168.2.1/

5-Port 10/100Mbps Fast Ethernet Switch

|z aw >

# Administrator Configuration Backup/Recovery
* Port
¥ VLAN Backup(Switch—+PC)
% QoS Setting
 Security Filter Please check "Download" to download EEPROM contents. W
* Configuration BackupRes
# Miscellaneous
¥ Logout 3
Recovery(PC—Switch)
Select the image file : [C'downkin =)
Password: ®eeeee | Update
o
e © FEER

After entering down.bin, enter correct password and then press update button to upload.

Microsoft Internet Explorer @

! E Please Select The Image File |
L

The warning message will appear if entering bank or incorrect file format.

Microsoft Internet Explorer @

! } Please Select The Image File(*.bin) !
L

The warning message will appear if entering incorrect binary file.
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3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer
BREEO KREE BRO FOREQW IAD HE®

Q- Q X @& Pus Jrawme &

D) | &) nitp:#192.168.2.1/

- Administrator

2 Authentication
Configuration

@ System IP
Configuration

@ Bystern Status
@ |oad default setting
@ Firmware Update

@ Reset Device

“ Port Management

» VLAN

¥ QoS Setting

# Security Filter

% Configuration Backup/Restore
¥ Miscellaneous

# Logout

System Setting
Saved!!

RESET to take effect

€l

© AR

Press reset device to take effect.
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7 Miscellaneous

CRC Counter
The page is used to count the CRC packets from port1-5 receiving. The maximum value
of CRC counter is 255.

/3 SmariSwitch Web-Base Controller - Microsoft Internet Explorer (=113
#RE KEE WRO FHREFQW IAD HEO o«
Q:%- O RRAG One ooz @ 25 @-LJH 3

O @wpnoateezy ________________________ vI@nE #>

1 2 3 4 5
5-Port 10100Mops Fast Ethemet Swich ___ = = = = =

“ Administrator CRC Counter
# Port Management

¥ VLAN
% QoS Setting Port 14 CRC Counter (Packet)
¥ Security Filter 0
 Configuration BackupRes Refiesh

# Miscellaneous PS. The max value is 255.

2 CRC Counter
# Logout

B Y




8 Logout

The page provides the user to logout web page.

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer

#WRE KEE BRO FHEEQ IAD HEE

D) | &) htp:#1192.168.2.17

# Port Management

# VLAN

% QoS Setting

¥ Security Fitter

& Configuration BackupRes
& Miscellaneous

foowa]

3

5-Port 10/100Mbps Fast Ethernet Switch

# Administrator

Q- Q- HREAG Pus Josmwpz @ - & W-[JK B

Welcome to
5 Ports SmartSwitch WebController

Basic Feature

Support CoS

Support PortBase and TagBase VLAN
Broadcast storm Protection
Bandwidth Control

Port Mirroring

Advanced Switch

o Auto MDI/MDIX option
Support 4-level Priority queue
Support two Scheduling mode
MAC ID Filter

Firewall

Management

Embedded HTTP web Management
Port Status configure

Port Base VLAN Setting

Tag Base VLAN Setting

QoS Setting

Security Filter

Password security

TFTP firmware upgradeable

v DBE EE >

T
v

&l

© B

Log out to exit web management system.
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3 hitp://192.168.2.1/logout him - Microsoft Internet Explorer

#BRE REE WRO HFORBQ IRD HE®

4B D) [ @) hitp1192.168.2 1o gout htm o -

“
Ot7-Q HRE®G PusJromszr @ -5 W - K B

»

v B iE EE

Are you sure?

w2l

&) TR © R
Press “Yes” button to logout.
BRE KWE WA HOREQ ITAD HEO »

Qrx- O HNEG Ous femwnz @ 25 - 2

B4 D) [ @) http1192.168.2.14dle htm o o

v @BE EE >

Around 5 minutes without any actions on this system, for security issue, this system will be logout in 5 minutes. Please click Back or other items to continue your works.
B3

B

© AR
The warning will appear if idle time is more than five minutes. The system will logout when
idle time is more than ten minutes.
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